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Introduction

INTRODUCTION

This user’s manual describes the features of the Studio302 application.

Studio302 is the user-friendly, easy-to-use software tool that integrates all applications included in
Smar's Enterprise Automation package, the System302. Studio302 does not incorporate the
functionality of the applications, Studio302 only starts the selected application, and each software
application is executed apart from the others.

One of the Studio302 characteristics is managing the information from different plant project
configurations imported to a single integrated database. This enables integration of all control,
operation, and maintenance tools to several workstations.

The access rights defined for each engineer or technician operating the plant process guarantee the
integrity of the project configuration data. Specific user groups for Studio302 can be created by the
operational system in the workstation and they are transparently incorporated to the Studio302
login system.

Allowing simultaneous access to different users minimizes repetitive re-configuring of the same
project to different client machines. It also maintains continuous data flow for file transfer.

With Studio302, the maintenance of the plant instruments is more efficient. Using the Wizard, the
user can perform the maintenance and even replace an instrument in an effective way, reducing the
idle time of the plant.

Studio302 runs on Microsoft® Windows. If the user needs further information about versions and
types of supported operating systems, refer to the README of SYSTEM302.

This manual refers to version 1.12 of Studio302.
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Section 1

INSTALLATION AND CONFIGURATION

Installation and Configuration

Studio302 is installed by the SYSTEM302 Installation media, along with all the other integrated
applications you will use to configure, maintain and supervise your plant.

Please refer to the SYSTEM302 HANDBOOK, which describes the procedures to install and
configure SYSTEM302.

Starting Studio302

After configuring your system using the System302 Settings tool, you can start using Studio302.
On the Start menu, click Programs > SYSTEM302 > Studio302 to run the application.

The first time Studio302 is executed on the local machine, it is not necessary to type the username
and password to gain access to the SYSTEM302 tools.

To enable the secure mode, click Settings > Security, and click Enable Login.
After changing this definition, users must log in every time the Studio302 is initialized. Studio302
incorporates Windows User Groups. Windows’ users can log to Studio302 using the same login

name and password configured for the operating system.

The figure below shows the Login dialog box:

r%‘: Legin @

-

Login: || |

) —’2%« Password: | |

[ Login ” Cancel |

Figure 1.1. User Login

Type the user’s login and password and click Login. Click Cancel to cancel the login procedure and
the Studio302 application will close.

1.1
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Changing the Current Studio302 User

It is not necessary to close the Studio302 application to change the user logged to the application.
On the File menu, click the option Log Off to change the current Studio302 user.

A message box will open to confirm the operation:

Studio302 E3 |

@ Do wou wank ko log off the user: "wamasita" 7

Figure 1.2. Confirm the Log Off procedure

Click Yes and the Login dialog box will open. Type the name and password of the new user to
connect to the Studio302 again.

If the user clicks Cancel on the Login dialog box, the Studio302 application will be shut down.

1.2



Section 2

Toolbars

USER INTERFACE

The figure below shows the Studio302 interface:

% Studio302 x Site: Smar = Current Database: System302 =1 B3}
File Settings Tools Window Help

w@di,ve | MBO | pEnBErldae. XBe

Smar [«

=8 | Enginesring Database
_4/ Areas
E| e Applications

.| Ba| cantral Modules
_| |. Legics

Ty Network Devices

Stations
e

WP controllers

= gn 1/0 Paints

E Net 1/0

\'{V-‘ Field Devices

[__ Process Eguipment Databaze
L

L oocumentstion

). Client/Server W 4

Figure 2.1. Studio302 Interface
The left panel shows shortcuts to open the windows from where the user can access the information
related to strategy controls, logics, workstations, controllers, 1/0O points, and field devices, created in
areas configuration files managed by Studio302.

The following subsections describe the toolbars, their functionality, and how the users access the
plant process control information.

Studio302 has two toolbars located under the main menu:

':'-:’i-.- Studio302 = Site: Smar = Current Database: System302
File Settings Tools Window Help

w0 | MO0 | pEaB oM dEae . XBHBS

Figure 2.2. Studio302 Toolbars

Main toolbar

(% - Show/Hide the Topology
Click this button to open or close the left panel that displays the topology tree in Studio302.

o o

new - New Detect Devices List

Click this button to open the window with the list of new devices detected that can be added to the
plant. See the figure below:

21
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New field device detected :: Current Database: System302

New field device detected

new

Device ID | Device Tag | Bridge Tag | Port Murnber | Status
s.‘éirDDDSDZDDZS:SMAR'DF?S:]'ZZ DF73 HSE HOST 2 1 ACK

@’ DeviceldentNr:0000-Adr:005 DF73_1 1 ACK

Bevver

s.\éirDDDSDZDDDZ:SMF\R-'I_I'SDZ:DD4809066 TT302_1 DF62_227_aCY 1 ACK

& DeviceldentNr:0000-Adr:018 DF73_1 1 ACK

Bevver

s.\éirDDDSDZDDDb:SMAR-TPSDZ:DDDSDQ‘W? Device 1 DF62_227_aCY 1 ACK

;ﬁ(" Device ID 1?3(" Device Tag g { Eridge Tag S Port Number @  Status

Search | Search by Device ID |

Close | Help |

Figure 2.3. New field device detected window

See section Detecting New Devices.

a - Database
Click this button to open the Database window. See section Database for details. See the figure

below:
%} Database @
g
Database @
~=F
Current Database: System302
New
@ Selected |
Database List
&) System302
Manufacturer ID: |Unregi5tered | Browse
Search | | l Search ‘
I OK J l Cancel ‘ [ Help l
Figure 2.4. Database Configuration Window
{ -Reports

Click this button to generate the reports related the SYSTEM302 tasks, the active instruments from
the current Database, the Firmware versions, or the SYSTEM302 files installed on the local machine
along with the local machine hardware description.
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It is not possible to generate two or more reports simultaneously. Only one report window can be
shown at a time in the Studio302 window.

The following dialog box will open:

% Choose Report
p

Reports

Choose the report
Checking

Firmwares

Inventory

Processes

System302 Tools

Close ] [ Help

Figure 2.5. Choose a Report

Click the option Checking to generate the report that indicates the instruments (field devices and
controllers) from the current database which are communicating to the system. This report will show
the instrument tag, Device ID, the revision of the Device Description (DD) and the instrument

revision.

The communication servers (HSE Server, DFI Server, DD Server e AE Server) must be active on

the local machine to generate this report. Click the button Ql Online/Offline Communication to

activate the servers.

See the example in the figure below:

eports

& ooz =l 10 4

L o1 IENE

M=l E3

Field Information

DeviceTaq
DF73_1

CF73
DFE2_227_ACY
CF62_015_ADN
HSE HOST 1
TT302-2
FI30z-4

LD302_9

Studio302 Reperi

o

g

DevicelD Device Revision DD Revision

0003020025: SMAR-DF73:192

0003020025 SMAR-DF73:122

0003020026: SMAR-DF62:227

0003020026:SMAR-DF&62:18

0000000001 :FF-HSE HOST: 000000001

0003020002: SMAR-TT302: 0045803386

0003020005: SMAR-FI302: 00658017158

0003020001;SMAR-LDS0Z: 000804538

1

1

1

2

Figure 2.6. Checking Report

Click the option Firmwares to generate the report that indicates the versions and date of each
installed firmware. See the example in the figure below:
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_0]x]

% Reports
| & o =[] 10 < L of 14 IRENE
a
Studio302 Repori %
Firmw ares Information
Name Yersions Date

DC Firmware(s)

DC30Z_v350].abs 1/4/2008 11:54:32

DF51 Firmw are(s)

DFS1FBViewEth008. ABS 7/10/2004 15:27:44
9/4/2007 10:39:14
9/4/2007 10:24:46

9/4/2007 10:57:28

DF51Y3.9.4.4BS
DFS1Y3.9.4R.ABS
DFS1WCF3.9.4.4BS

CFS1WCF3.9 4R, ABS 9/4/2007 10:03:06

DF62 Firmw arefs)

DF62-¥1_2_16_RCl.shs 19/5/2008 17:23:30

Figure 2.7. Firmwares Report

Click the option Inventory to generate the report that lists all files located in the SYSTEM302
installation folder and indicates the hardware characteristics for the local machine (where

SYSTEM302 was installed).

This report has two sections. The Hardware section shows the configuration of the local machine,
including the machine name, operating system version, hard disk space, network adapters, etc. The
Software section reports the SYSTEM302 version and the number of files related to this installation.

See the example in the figure below:

“% Reports

ém“ 4 U of2a7 » b“aﬁ 27

[ [o]x]

Studio302 Report S

System302 Structure

Local Hardw are Configuration & System302 Information

Operational System:

Mamne: Microsoft Windows %P Professional
Service Pack: Service Pack 2
Wersion: 5.1.2600

Network adapter{s):

Mame: Irtel{R) PROY100+ Management Adapter
Default IP Gateway: 192,168,163 .2

IP Address: 192.168.163.90

DHS Domain: smar.com.br

Hard Disk:

Partition C: size: §.39 GB, free space: 97081 MB,

Figure 2.8. Inventory Report

Click the Processes option to generate the report that indicates all processes that are running on

the station, the related products, their versions and the memory space occupied by them.

See the example in the following figure:
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S|w [ Ui |.n|1nnz -l &

Studlo302 Report

Processes
Name Product name Yersion Memo
SmarStudioBridgeP roxy Studio30z 1.09.0004 & 655K
€srss =i e 3473K
FnTypeWizard FFB Manager 3,1,0,28 T.229K
winlogon - - 6.480K
sqhwriter Microsoft QL Server 9.00,4035,00 377K
spoolsy Microsoft® Windows® Operating System 5.2,3790.3959 7.500K
spnstvnt SPI 7,6,0,6 3.740K
Smarstudio Studio302 1.09.0010 112.304K

Figure 2.9. Processes Report

Click the option System302 Tools to generate the report that indicates the version, installation path
and status of each application available with SYSTEM302. See the example in the figure below:

~
Studie302 Repeort
Tasks Infor i
Name Path ¥ersion Status
AE Server Ciarquivos de programasssmatOleServerssAESyr.exe 1.2.01 Installed
Arealink Tool Charauivos de programashSrmararealink ToolharealinkTool jar 1.2.1.16 Installed
Assetyiew ChArquivos de 4,2.23 Installed
programasiSmariAssetViewhBinhSmardsset Server exe
Asset¥iew FDT ChArquivos de programashEmariisset Management 2,001 Installed
Servicessbhit\SmaraVFDT Configurator.exe
Datab ase Manager ChArguivos de . 2.4.2.26 Instaled
programasismaryConfigurationworkspace\CW Server.exe
DFI Diver Charquivos de programastSmarFBToolshOfiDiver.exe 2.01.1 Installed
DFI Server Charquivos de programashSmarOleServersiDfiSvr.exe 4.3.0.7 Installed
FBTools Wizard Charquivos de . ) 1.0.0.5 Installed
programasiSmaristudio30ZhBinksmarstudioFETools exe
FBYiew Ciarquivos de programashsSmariFBYiew\FBY iew.exe 5.0.6.0 Installed
v
i " s

Figure 2.10. Tasks Report

L.
4 - Process Equipment Database

Click this button to open the Process Equipment Database window. See the following figure:
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Studio302 - Process Equipment Database

Process Equipment Database

ﬂ:a Process Equipment Database

)

= Suggar Mill

@ smar web

Tandem chart

@Y Srar_Demo_Plant
@ Control Module 1
E-JB Alcohol Distillation
+--§iy Energy Generation

— Action or Information Aspect

Select an Action Aspect or Information Aspect to see the details,

Close Help

Figure 2.11. Process Equipment Database Window
See section Process Equipment Database.

“" . Pack & Go

Click this button to compact all system information, such as configuration files, block support and
device support files, into a single file to be copied to a remote machine.

See section Pack & Go.

" Pack & Go

Pack & Go

{Configuration Files, dependency files and entire
Block Support and Device Support).

@ Light {Configuration Files and dependency files)

Create || Close Ca

nce Help

Figure 2.12. Pack & Go Options

& - Unpack

Click this button to unpack a compacted file that contains the information about a remote system,
which will be copied to a local machine. See section Unpacking Database Files.
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kY Unpack

Unpack

Select a file to unpack

&

|C:\temp\prnjectl]1.tgz

| Browse

Select the temporary path to extract the files

|C:\Users\smar\AppData\Lucal\Temp

| Browse

[ List all files

| unpack || Help |

Figure 2.13. Unpacking files

“ - Diagnostics

Click this button to open the Diagnostics window. See section Diagnostics.

“% Studio302 - Diagnostics

Live Links Customize

=] “ Diagnostics
ﬁ Live Links

(4 Devices Summary

Customize

vl Area Links

wl Areas

[1% projoz
[ projo1

=-[Z199 projoz

Control Madule 2
= [ projo1

Control Module 1

Warning!
he,

Mext

][ Cancel ][

Help

Status

Figure 2.14. Diagnostics Window

@ - Update All

Click this button to update the information of all configurations saved on the Database Manager.

This procedure is available in the Multi-User mode.

@ - Online/Offline Communication

Click this button to toggle between the online and offline communication mode. This button also
activates the detection service for new devices connected to the communication network.

2.7



Studio302 - User’s Manual

Tasks toolbar

These buttons are related to the SYSTEM302 applications. The following list indicates the
correspondence with the applications:

Area Link Configuration (Area Link Tool)
Asset Management (AssetView)

DFI Diver

Firmware Download (FBTools Wizard)

Network Analysis (FBView)
FDT Hart Configurator (AssetView)

License Information (LicenseView)

HEY. 4-F TR N

IEC-61131 Ladder Logic Configuration (LogicView)

]
(Y

L=

Profibus PA Device Parametrization (ProfibusView)
ProcessView

OPC Server Management (System302 Server Manager)

fmar

.  opc Tag Visualization (TagView)
Strategy Configuration (Syscon)

- _ Strategy Simulation (SimulationView)

Tag List Generator for DF65 (TagList)

€

System302 Documentation
When you click these buttons, the corresponding application is initialized. Studio302 does not

incorporate the functionality of the application; Studio302 only initializes the selected application,
and each software application is executed apart from the others.

Customizing the Toolbars

You can select the applications that will be initialized from the toolbar. Go the Settings menu and
select the option Toolbar. The dialog box to select the applications will open.

%’3 Toolbar @
Available toolbar buttons Current toolbar buttons
!] H H -
| = DFIDiver @ Arealink Toal

//@’,ﬂ\ssetview
'#: AsseView FDT
remove -

;a FBTools

FBView

=T LicenseView

r s . - -
| ooichisw

m

| Ok || Cancel || Help

Figure 2.15. Selecting the Studio302 Applications
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Topology Tree

e To enable the button for an application in the toolbar, select the icon of the application in the
Available toolbar buttons list and click Add.

e To disable the button for an application in the toolbar, select the icon of the application in the
Current toolbar buttons list and click Remove.

If the button for an application is not available in the dialog box showed above, it means that the
application was not installed by SYSTEM302.

To open the topology tree, click the button Show/Hide Topology E% or go to the File menu and
select the option Topology.

To close the topology tree, click the button Show/Hide Topology again or go to the File menu and
unselect the option Topology.

You can expand the visualization area hiding the topology tree of Studio302.

Click the button Hide Topology [#, and the topology tree will collapse to the left, increasing the
visualization area.

‘% Studio302 :: Site: Smar : Current Database: System302

File Settings Tools ‘Window Help

& ¥
Fle@zi.@e
Smar

=¥ Engineering Database
— B3

Um0 | rEGRCHICEIEee . ©

|:—:| B Applications
Control Madules

.....: ;. Logics

gy Metwork Devices

----- Stations

m Controllers

@ I/0 Points

Net I/0

..... 4 Field Devices

Process Equipment Database

I
‘@ Documentation

% Client/Server g )

Figure 2.16. Hiding the topology tree

To display the topology tree again, move the mouse cursor over the SYSTEM302 label. The name
displayed on the label of the left panel corresponds to the name of the current Database.
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% Studio302 :: Site: Smar i Current Database: System302 : Logged as: administrator

Ele 3Settings Tools ‘window Help
O Iijlee Q| s aERCHsRHIEGme
s
Y
5
t
e
m
3
0
2
). Client/Server & y

Figure 2.17. Displaying the topology tree

Defining User's Preferences

On the File menu, click the option Preferences to configure the user's preferences.

Path to Configurations Removed from the Database

If a configuration is removed from the current Database, the files related to this configuration are
moved from the Studio302 working directory to a directory defined by the user.

In case it is necessary to restore that configuration, import the configuration file again, from the
directory defined by the user to the current Database and all files related to the configuration will be

restored to the Studio302 working directory.

% Preferences
Preferences

Hepon:s‘ License Monil:orl Diagnostics

Replicate

Files | Proc. Equip. Database| SimulationView | Manuf. ID

Removed

Configuration files directory:

<

Samples

C:\Program Files (x86)\Smar\Studioc302\Remo...\

Browse

Field. dev. list results

Close

Help

Figure 2.18. Preferences Dialog Box: Files Tab

Click the Browse button to open the Browser dialog box. Browse the directories to locate the

folder, select the folder icon and click Ok to conclude.
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Process Equipment Database
Define the database of the Process Equipment Database.

Click the Process Equipment Database button to open the Data Link Properties dialog box and
select the server. You can also test the connection with the database clicking the Test Connection

button.

% Preferences *

<

Preferences

I Diagnostics | Replicate

Reports l License Monitor

Files Proc. Equip. Databasei| SimulationView | Manuf. ID| Samples | Field. dev. list results
Click on the button to set the database of the %
Process Equipment Database. —

Close Help

Figure 2.19. Preferences Dialog Box: Process Equipment Database Tab
If you select a remote data server, it will only be possible to view the data information and you will

not be allowed to alter the Process Equipment Database items. In this case, the Process
Equipment Database will be operating in View Mode.

SimulationView

This option enables the simulation mode of the SYSTEM302. For further information, please, refer
to the SimulationView manual.

% Preferences X

<<

Preferences

Replicate

Diagnostics

Reports ‘ License Manitor

Field, dev. list results

Files l Proc. Equip. Databaseé SimulationView | Manuf, ID Samples

[~ Enable the System302 simulation mode

Cloze Help

Figure 2.20. Preferences Dialog Box: SimulationView Tab
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Manufacturer ID

The profile numbers are grouped according to the Manufacturer IDs.

% Preferences

Preferences

Diagnostics | Replicate

Reparts ‘ License Manitar

Files } Proc, Equip. Database | SimulationView Samples

Mode:
(Z) Unique

(®) Engineering

<<

Field, dev. list results

Close

Help

Figure 2.21. Preferences Dialog Box: Manufacturer ID Tab

¢ Unique: select this mode to define a default Manufacturer ID for all databases.

e Engineering: select this mode to specify a Manufacturer ID for each database created.

Samples Screen

Check the option Enable the Studio302 Samples to open the Samples Screen every time the user
starts the Studio302. If this option is not checked, the Samples Screen will not appear.

% Preferences

Preferences
Hepon:s‘ License Monil:orl Diagnostics | Replicate
Files l Proc. Equip. Database| SimulationView| Manuf. I

[M1Enable the Studio302 Samples

<

ield. dev, list results

x

Close

Help

Figure 2.22. Preferences Dialog Box: Samples Tab

See sections Configuration Samples and Process Equipment Database Samples for details on

how to open a Studio302 Sample.
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Field Devices List Results

Check this option to enable the dialog box that displays the status after reading the information

related to the devices from each configured OPC Server.

% Preferences

[JEnable field devices list reading results dialog

Preferences
Repon:s‘ License Manitor | Diagnestics | Replicate
Files l Proc. Equip. Database| SimulationView| Manuf. ID| Samples ]

ield. dev, list resul

Close Help

Figure 2.23. Preferences Dialog Box: Field Devices List Results Tab

Reports

Check the option Generate the Inventory Report when Studio302 is started to generate that
report each time Studio302 is launched. This report lists all files related to SYSTEM302 and
indicates the hardware characteristics for the local machine (where SYSTEM302 was installed).
This report is generated transparently to the user. You can use the Backup Wise Inspector to

compare the first and the last inventory report generated.

Check the option Do not compare image and video files to skip the comparison of image and
videos files when generating a report with Wise Inspector. The Wise Inspector tool is used by

Smar Tech Support team to troubleshoot system configurations.

% Preferences
Preferences
Manuf. ID

SimulationView Samples

Files

Proc. Equip. Database

Replicate

; License Monil:orl Diagnostics
Inventory Report:
[ Generate Inventory Report when Studio302 is started.

Wise Inspector:
] Do not compare image and video files

V]

S

Field, dev. list results

Cloze Help

Figure 2.24. Preferences Dialog Box: Reports Tab
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License Monitor

The License Monitor window shows the number of licensed devices, Process Equipment
Database items and blocks according to the user’s software licenses and periodically checks the
number of points being used by the configuration files and the points available for the project
configurations.

% Preferences X

<< H

Preferences

SimulationView | Manuf, ID Field, dev. list results

Files | Proc. Equip. Database Samples

Repaort: Diagnostics | Replicate

Refresh time to check the licenses (in minutes)
Low limit (%) for remaning license (red)

Average limit (%) for remaning license (orange)

Close Help

Figure 2.25. Preferences Dialog Box: License Monitor Tab

Refresh Time: set the time interval (in minutes) to refresh the information related to the licenses for
the SYSTEM302 applications in the License Monitor dialog box.

Low Limit Percentage: set the minimum percentage of the number of licensed points (devices,
items or blocks). If the number of available points is inferior to this percentage, the indicative number
will be displayed in red.

Average Limit Percentage: set the average percentage of the number of licensed points (devices,
items or blocks). If the number of available points is inferior to this percentage, the indicative number
will be displayed in orange.

Diagnostics
From the Diagnostics window, open the Devices Summary dialog box and monitor instruments

with maintenance, diagnostic and tracking events. Also, open the Live Links dialog box and
periodically check the block links created using Syscon and their state.
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% Preferences *

A

= j;:
Preferences : f‘

S

Files | Proc. Equip. Database| SimulationView| Manuf ID| Samples | Field, dev. list results

Repaorts | License Maonito Replicate

Devices Summary

[Jauto start

Live Links

Consider an oscillating link after seconds.

Close Help

Replicate

Figure 2.26. Preferences Dialog Box: Diagnostics Tab

% Preferences X
s
Preferences ]
vl
Files | Proc. Equip. Database| SimulationView| Manuf ID| Samples | Field. dev. list results
Reports | License Monil:or‘ Diagnostic
The databases number by spreadsheet to replication:
750 databases v
Sleep time between replications:
10 seconds ~
Cloze Help

Figure 2.27. Preferences Dialog Box: Replicate

Auto Start: mark this option to automatically start monitoring the devices on the Devices Summary

Consider an oscillating link after ## seconds: set the time interval to wait until stabilizing the
reading of the status of each link, before considering the link as oscillating on the Live Links dialog

In the Replicate tab, the user will configure the databases number by spreadsheet that will be
replicated. The options are 250, 500, 750 or 1000 databases. The time interval between replications
can also be configured, ranging from 2 to 20 seconds.
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Section 3

CONFIGURING THE COMMUNICATION
NETWORK

Communication Settings

To configure the communication in Studio302, go to the Settings menu and click the option
Communications.

The Communication Settings dialog box will open.

Detect Device

At the Detect Device tab, you can set the time interval to detect a device in your communication
network.

“ Communication Seitings

Detect DeviceT SErvers T Services

Stabilizing time: (s}
Strategy operation time: (5]

Apply

I Close H Help

Figure 3.1. Communication Settings Dialog Box: Detect Device Tab

e Stabilizing Time: Set the time interval, in seconds, that the server will wait until the device
is stable in the network, before alerting the user the device was detected.

e Strategy Operation Time: Set the time interval, in seconds that the server will wait while
the device is commissioned or decommissioned. After this interval, if the device does not
conclude the operation, all events sent by the device will be discarded.

Click Apply to confirm the configuration and apply the changes. The default values are those
recommended, in case of doubt, contact Smar technical support.

Servers
At the Servers tab, you can configure the communication server.
If the Local server is selected, choose the Server ID from the list and click the Add to list button to

include this server to the list of selected servers. To remove a server from the list of selected
servers, select the icon of the server and click Remove.
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“% Communication Settings

Detect Device Servers Services

() HSE (*) Local
OSE ORethe

Server Machine: |w1N><P-EST1:394 |

Server ID:

Add to list
Caonfigured Servers

WINKP-ESTL394\Smar HSEOLEServer.0

Remave

[ Close H Help l

Figure 3.2. Communication Settings Dialog Box: Servers Tab

If the Remote server is selected, click the Browse button to locate the server machine. The
Browser Network dialog box will open. Select the icon of the target machine and click Ok.

% Browser network -0l =l

* Microsoft Windows Metwork

Computer selected: IMyCumputer

Ok | Clos= e

Figure 3.3. Browser Network dialog box

Services

At the Services tab, you can alter the initialization mode for the device detection service.
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% Communication Settings

Detect Device T Servers T

Services

s

Detect Device: Stopped

I Close H Help l

Figure 3.4. Communication Settings Dialog Box: Services Tab

Click the button Start to initialize the service manually. To stop the service, click the button Stop.

When the detection service is active, the Studio302 icon appears in the Windows taskbar, as
indicated in the figure below:

CD...l_&;CD...l 3)}}5‘;.?' ﬁSm...l &l5m,..

- e
=T | @ 12:05 PM
Figure 3.5. Detecting New Devices

The device detection service is also active when you start the communication clicking the
Online/Offline Communication button, @l

System302 ServerManager Settings

Click the button "‘E to execute the System302 ServerManager. For detailed information refer to
Appendix A in this manual that describes the System302 ServerManager application.

':'-’i} System302Z ServerManager

System302 ServerManager .!L 1’

~Change settings to:
\:E Network

\;E Logs

\:_H Startup
< oec

[ Show minimized

{813 I Cancel

Help

Figure 3.6. Configuring the System302 ServerManager
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Network Settings

Click the link Network to configure the Network Interface Cards used by the System302
ServerManager:

e At the General tab, configure the number of NICs (Network Interface Cards) and the IP
addresses.

o Atthe HSE Redundancy tab, configure the Device and LAN redundancy.
e Atthe Advanced tab, configure the synchronization and the schedule for the supervisory.

e The HSE Maintenance tab is only available for users with Administrator rights and allows
the administrator to delete the files related to the HSE persistency.

e At the SNTP tab, configure the Application Clock Time. This option is used to configure the
parameters related to the time synchronism.

e The RTU tab must be configured only if the application uses remote access. Through this
tab, the RTU mode is enabled or disabled, and the necessary parameters are configured
for proper operation.

Log Settings
Click the link Logs to configure the options to enable or disable the log messages.

Startup Settings

Click the link Startup to configure the System302 ServerManager to automatically start the OPC
servers when the operating system is starting up.

When an OPC server is active, the icon of the System302 ServerManager will change to green
(@) on the Windows taskbar.

If the server is stopped, the icon of the System302 ServerManager will change to red (@) on the
Windows taskbar.

Refer to the tutorial Network Settings for further information on how to configure the network
servers or refer to Appendix A in this manual that describes the System302 ServerManager
application.

OPC Settings

Click the link OPC to configure the options related to the Smar’s OPC Servers:

e At the SNMP tab, configure the list of available agents and their supervision settings.

e At the A&E tab, create the database with the initial conditions for the Smar A&E OPC
Server to identify which events will be monitored.

o At the HDA tab, configure the options to execute maintenance on the database related to
the Smar’s Historical Data Access Server.

e The UA tab provides access to the wrapper that provides the HSE Server for the UA
standard.
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USING STUDIO302

Defining the Site Name

To define a new name for the site, click the first topic in the topology tree. For example:

u. Studio302 :: Site: Smar : Current Database: Sy

File Settings Tools  Window  Help

&€ i, @€ 7| M

E{,‘;I';_{I Engineering Database

~ Applications
-y e

------ Iﬂ Control Maodules

Figure 4.1. Defining the Site Name

The Site dialog box will open. Type the new name and click Ok to conclude.

|Smar |

Ok Cancel Help |

Figure 4.2. Type the new Site Name

Database

Database functionally corresponds to the Studio302 workspace that groups the configuration data
of the plant (logic, control modules, equipment, etc.). The information is stored in the file with the
extension *.scw.

Click the button Database ﬁ:} in the main toolbar to display the Database information. The
Database dialog box will open:
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':-:’i-.- Database

Database c}:

Current Database: System302
 Mew
{* Selected |
Database List
Q System302
Manufacturer 10 |Unregistered | e |
Search | | Search |

(o]’ | Cancel| |

Figure 4.3. Database dialog box

The field Current Database indicates the name of the current Database.

Creating a Database

A database can only be created in the Client/Server mode, when the Database Manager is being
executed.

In the Database dialog box:

1. Select the option New and type the name for the new Database in the text field. The files
for all Databases are created in the Studio302 default.

2. In the Manufacturer ID box, click Browse to open the ManufacturerlD dialog box. Select
the All tab and click the name related to the desired Manufacturer ID. The profile numbers
related to the selected Manufacturer ID will be used in the new Database. Click Ok to return
to the Database dialog box.

3. In the Database dialog box, click Ok to create the Database. A message box will open
confirming the operation. Click Ok to conclude and the Database will be displayed in the
Studio302 window.
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':-:i;- Database

Database c;:

Current Database: System302
OO0
{* Selected |
Database List
a System302
. //E
Manufacturer 1D: |Unreg|stered | i‘:-:'w;s:‘fr
Search | | Search I

@ Ok | Cancel| |

Figure 4.4. Creating a Database

Changing the Current Database

To change the Database displayed in the Studio302 window, open the Database dialog box

clicking the button q and select the icon corresponding to the desired Database.

Click Ok and the message box will open to confirm the operation.

Studio302 E

“_?/ Are you sure wou want to change the database?

Yes Mo |

Figure 4.5. Changing the Current Database

Click Yes to conclude and change the Database. A message will appear to confirm the operation.

Importing Syscon Files to the Database

To import an existent configuration file to the current Database, go to the File menu, select Import
and click Syscon file. The dialog box to import the configuration file will open.

Browse the directories to locate the configuration file. Select the file icon and click Open to import
the configuration.

The Syscon window will open while the configuration is added to the Studio302.

A message box will open informing the user that the configuration was imported by Studio302,
indicating the corresponding Database.

43



Studio302 - User’s Manual

% Import
[
@ —j The DFS1_SE file
e "j was imported to the System302
database.

Figure 4.6. Importing Files
Click Ok to close the message box and return to the Database.

To list all the configurations included in a Database, click the icon Areas in the topology tree, and
the list of the configurations will be displayed. In the Areas dialog box, double-click the project icon
to open the configuration in the Syscon application.

IMPORTANT

The Database Manager manages all configuration files, and the configurations created using
Syscon are saved in a common storage directory where all machines connected to the
communication network can access those files.

It is important to have a common practice to name tags in your company, to avoid consistency
problems.

For example, in Multi-user mode, if User A creates a configuration in a machine with the same
name that User B created the configuration in another machine, one of the configuration files will
be deleted and overlaid by the other file, when the configurations are committed.

Likewise, it will not be possible to import a project configuration that contains the same tag for two
or more control modules (or devices, blocks, etc) of another project configuration file already
included in the Database.

Databases Replication

a) Prerequisites

e Spreadsheet editor (LibreOffice, Office) installed on the workstation.

e System302 version 8 or higher installed on the workstation. (Note: see requirements for
installation).

o Follow the steps below for the database replication process to work correctly.

b) Creation of the database that will be replicated.
e Open the Studio302, click the databases icon.

%g- Studio202 =: Site: Smar :: Current Database: System302
File Settings Tools Window Help

Jeli.ee o0 | sanB2ErEQETe kB

Smal

[_jf";d Enginesring Dstabsse

Lol Areas

T

E‘-r:i Applications

| Contral Modules
_| |_ Logics

¢y Netwark Devices

W concrliers

E| gﬁ 1/0 Points

E Net I/O

"4 Field Devices

[, Process Equipment Database
[

i
\@ Documentation

Figure 4.7. Creating databases
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Select New and create a database with the name of configuration that will be replicated

(E.g.: PPH).

- Database (3a

Database @

Current Database: System302

I‘é- New |PPH\ ‘ I

© Selected

Datahase List
© systemz02

Manufacturer 1D: [Unregistered

Search |

Coc ) [omee] [ren ]

Figure 4.8. Creating databases

Click OK and a message confirming that the operation succeeded will appear.

™ Database

a:

Database

Nz

Current Database: PPH

© New PPH

) Selected
Studio302 =

\0. Operation succeeded.
T
Manufacturer ID: |Unregistered Browse

| [ searen |

Search |

o) [ooneet | v ]

Figure 4.9. Creating databases

Click OK. The database is created.

% Database =

Database @

Current Database: PPH

) New

@ Selected ‘PPH

tabase List

Manufacturer 1D: |Unregistered Browse

| [ search |

Search |

[ oK H Cancel H Help ]

Figure 4.10. Database Created
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c) Unpack the configuration to be replicated in the created Database.

e  With Studio302 opened in the Database created (Ex: PPH), click the Unpack icon.

%_‘f Studio302 :: Site: Smar :1Cunent Database: PPH I

File Settings Tools Window Help
| M@0 | sEGR=HIHIEne.RHe

Unpack]

& = =
Y I Ye

Smar
E‘ f‘{d Engineering Database
| Areas
el

i) Applications

------ Cantral Madules
...... -“- Logics

-y Netwark Devices

------ - Controllers

B :‘ 1/O Points

IEI Net I/O

...... a)x, Field Devices

------ ., Process Equipment Database

Figure 4.11. Unpack the database created

* In the Unpack window, click Browse and select the configuration file (.tgz) saved on the
computer, which will be replicated (E.g.: PPH.tgz).

# Studio302 : Site: Smar :: Current Database: PPH
File Settings Tools Window Help

LI, eFE W0 | sERBoHSEQErec B

Smar = —
[ 2 Unpack =]
= Eﬂld Enginsering Database

,i) Areas Unpack

= 2] Applications
Control Modules
-} Logics

Network Devices

M) controllers

Select a file to unpacic

Select the temporary path to extract the files

\l Browse. I

[c:\users\Fabio\AppData\Local\Temp

= Libraries
%] Decuments
& Music L
=] Pictures

B8 videos

% Computer
&, Local Disk (C3)

— Seagate Expansio

o [ElList al files U=z
= o‘ 1/O Peints
: E Net I/O
{.‘T)‘, Field Devices 2 U"Ef(k files =
Qu [« System302 » Studio302 - Typicals » PPH ~ [ 43 |[ search pPH o]
...... L q Process Equipment Database
------ '@ Documentation Organize » New folder =~ 0 @
Bl Deskiop “  Name Date modified Type
i Downloads
. _ PPHig: 15/01/20211652  TGZFile
%] Recent Places

-

File name: PPH.tgz

0

-

Figure 4.12. Select the database file
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o  After selecting the file, just click Unpack, wait until the operation is complete, and click OK.

" Unpack )
Unpack & Studio302 ==

Select a file to unpack y
[ckups\System302\Studio302 - Typicals\PPH\PPH.tgZ| | Browse |

) The unpack files copy process finished with success.

Select the temporary path to extract the files
[c:\Users\Fabio\AppData\Local\Temp | | Browse

Figure 4.13. Unpack the database

[ List all files.

e Inthe sequence, an Unpack record will appear that will confirm the successful operation.

Studlie3d02 Report %’

Unpadk

Summary
Total files: 1204
Unpacked files: 1204
Mot unpacked files: 0
Studio302 Version: 1.11.0.11
Author; ---
Date: 15/01/2021
Time: 15:52:09
Padcage file: £:12018.04320 - Project 110\Badcups\System302\studio302 - Typical|\PPH\PPH. tgz

Emror message: ---

Figure 4.14. Confirmation of the database Unpack

d) Create the templates of Database that will be replicated.

e After creating the database and unpacking the configuration, it is necessary to create a
template for this configuration.
e In Studio302 click Tools in the toolbar and then Create Database Templates.

%_? Studio302 :; Site: Smar :: Current Database: PPH
File

A B panB el Qe B

Process Equipment Database

Smar Pack & Go
Unpack
Bl P
Create Database Templates I

Replicate Database Templates

| Reports 3
""" |: Wise Inspector
------ = System302 3

Ty Metwork Devices

------ - Cantrollers

0‘ I/O Points

IEI Net IJ/O

...... @ ¥ Field Devices

..... | Process Equipment Database

'@ Documentation

Figure 4.15. Creation of the database template

e Click Start and wait until the templates are created.
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3 Create Database Template Wizard @
This wizard creates the current database o
template for replication. ned

Click start button to begin the creation pracess.

Database been replicated

PPH

Detailz l Start ][ Cancel ]l Help ]

Figure 4.16. Starting the creation of the database template

e Then click Next, select the directory where the templates will be saved on the computer
and click OK. In the example below it will be saved in the Documents folder.

. Create Database Template Wizard £2 |

This wizard creates the current database
template for replication.

Chck start baittor: to begin the creation process.

Databaze been rephcated

e ][ coen ] [t

-

3 Select Save Template Location [= ] @ | (mE3a]

Select the directony to save the TSV files that contains curent
database shucture information. User needs to fil up the TSV fles
with the information about the new databases. that wil be used on
the newt faze of repheation process.

= I -

= o} -
2 Users

24 Fabia

[ Contacts

) Desktop 5

1 Downloads

[ Favorites

Cuinks

() Musie

[ Pictures =

|[ ok || cancel || nHep |

Figure 4.17. Selecting the database template folder

e After that, just click OK again, and then, Close. The templates have already been created.

B3 Create Database Template Wizard Ed
This wizard creates the current database K
Replication Wizard ==
7 -
[ Create Database Template Wizard [=E3a]
@R Eefore proceeding, place all information about the database that L
WY it be created in those files and then select Replicate in the This wizard creates the current database o
~ tools menu to finish the replication process. template for replication. o

Click start button ta begin the creation process.

Dratabase been replicated

Copying #L5x LOGIC files C:\Users\Fabio\DocumentsAStudio302 -

———————————

PPH

Details Mext Cancel Detail: Cancel

Figure 4.18. Database template created
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e) Creation of new Databases in the generated templates.

e  After creating the templates, go to the directory where they were saved and note that there
are three folders: LogicView, Network, and Syscon.

@@v| . v Libraries » Documents » 5tudio302 - Templates » PPH »

Organize « Share with + Burn Mew folder
't Favorites Documents library
B Desktop PPH
% Downloads MName ° Date modified Type Size
1= Recent Places
) LogicView 01/04/2021 13:39 File folder
- . - . Metwork 01,/04/2021 13:39 File folder
=l Libraries
3 D ) Syscon 01/04/2021 13:39 File folder
£ Documents
rJ'- Music
| Pictures

B Videos
Figure 4.19.Templates folders

e Within each folder there is a CSV file that must be modified according to the new
databases defined by the user.

LogicView spreadsheet:
e Inside the LogicView folder, open the generated spreadsheet (CSV file) and notice that
there are standard tags of the area which the templates were generated from.

.’-!\" H9- £ PPH_PPH-FFB - Microsoft Excel

a
= Inido | Inserir  layoutdaPagina  Formulas  Dados  Revisio  Exibigio

=51 % Recortar

* Calibri ln - AL (B = ¥~ | | S QuebrarTexto Automaticamente | Geral . ij ﬁjﬁ‘ Normal

23 Copiar — . =
Colar F ramatarpinee | N £ 8 || |- A || = Mesclar e Centralizar ~ |53 o o[ %0 %) (Fnﬂnf:::l:;ﬂ;v m,f,f,r;"fﬁ‘;v lZl

Area de Transferéncia Fonte ] Alinhamento ] Nimero ]
L7 - £
A B c D E F G H 1 J K L M N 0 P

il Defaulttaz B3 rype B2
2 |pPH_750 HW
3 |PPH_zZSF W
4 |pPH_DS Hw
5 |PPH XS Hw
6 |PPH_VDO W
7 |pPH_VDF W
3 |PPH_DAISM_1 Hw
9 |PPH_DAISM_2 Hw

10 |PPH_DAI5SM_3 HW
11 |PPH_DAI5M_4 HW
12 |PPH_OCB HW

13 |PPH_CA HW
14 |PPH_PC HW
15 |PPH_PS HW
16 |PPH_IAI HW

17 |TAG01017 HW I !

18 |TAG01100 HW
15 |TAGO01101 HW
20 |TAGO01102 HW
21 |TAGO1103 HW
22 |TAGO1104 HW
23 |TAG01105 HW
24 |TAGO1106 HW
25 |TAGO01107 HW
26 |TAGO1110 HW
27 [TAGO1111 HW
28 |TAGO1112 HW
29 |TAGO1113 HW
30 |TAGO1114 HW
31 [TAGO1115 HW
32 |TAGO1116 HW
33 [TAGO1117 HW

34 |PPH_XV HW
35 |[PPH_AS HW
36 |PPH_AL HW

37 |[TAGO01203 HW
38 |TAGO1204 HW
39 |[TAG01205 HW
40 [TAG01206 HW

A1 JTAGD1207 HW
4 4 » 2| PPH Ppn2 Pln3 ¥J

prontn

Figure 4.20. LogicView spreadsheet
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o To create identical configurations, just create new columns with the names of the desired databases
and copy the information from the DefaultTag tab to them.

A

2 PPH_Z50 HW  |PPH_Zs0 PPH_Z50 PPH_750 PPH_750 PPH_750

3 |PPH_ZSF HW  |PPH_ZSF PPH_ZSF PPH_ZSF PPH_ZSF PPH_ZSF

4 PPH_DS HW  |PPH DS PPH_DS PPH_DS PPH_DS PPH_DS

5 |PPH_XS HW  |PPH_XS PPH_XS PPH_XS PPH_XS PPH_XS

& PPH_VDO HW  |PPH_VDO PPH_VDO PPH_VDO PPH_VDO PPH_VDO

7 \PPH_VDF HW  |PPH_VDF PPH_VDF PPH_VDF PPH_VDF PPH_VDF

8 PPH_DAISM_1 HW  [PPH_DAISM_1 PPH_DAISM_1 PPH_DAISM_1 PPH_DAISM_1 PPH_DAISM_1
9 |PPH_DAISM_2 HW  [IPPH_DAISM_2 PPH_DAISM_2 PPH_DAISM_2 PPH_DAISM_2 PPH_DAISM_2

10 PPH_DAISM_3 HW  J|PPH_DAISM_3 PPH_DAISM_3 PPH_DAISM_3 PPH_DAISM_3 PPH_DAISM_3
11 |PPH_DAISM_4 HW  |PPH_DAISM_4 PPH_DAISM_4 PPH_DAISM_4 PPH_DAISM_4 PPH_DAISM_4
12 PPH_OCB HW  |PPH_OCB PPH_OCB PPH_OCB PPH_OCB PPH_OCB

13 |PPH_CA HW  |PPH_cA PPH_CA PPH_CA PPH_CA PPH_CA

14 PPH_PC HW  |PPH_PC PPH_PC PPH_PC PPH_PC PPH_PC

15 |PPH_PS HW  |PPH_PS PPH_PS PPH_PS PPH_PS PPH_PS

16 PPH_IAI HW  [|PPH_IAI PPH_IAI PPH_IAI PPH_IAI PPH_IAI

17 | TAGD1017 HW  [|TAG01017 TAGO1017 TAGO1017 TAGO1017 TAGO1017

=
oo

TAGO1100 HW TAGO1100 TAGO1100 TAGO01100 TAG01100 TAGO1100
TAGO1101 HW TAGO01101 TAGO1101 TAG01101 TAG01101 TAG01101
TAGO1102 HW TAGO1102 TAGO1102 TAG01102 TAG01102 TAG01102
TAG01103 HW TAG01103 TAG01103 TAG01103 TAG01103 TAG01103
TAGO1104 HW TAGO1104 TAGO1104 TAGO01104 TAGO1104 TAGO1104
TAGO1105 HW TAGO1105 TAGO1105 TAGO01105 TAGO01105 TAGO1105
TAGO1106 HW TAGO1106 TAGO1106 TAGO01106 TAG01106 TAGO1106
TAGO1107 HW TAGO1107 TAGO1107 TAGO01107 TAGO1107 TAGO1107
TAGO01110 HW TAGO01110 TAGO01110 TAG01110 TAGO01110 TAGO01110
TAGO1111 HW TAGO01111 TAGO1111 TAGO01111 TAGO01111 TAGO1111
TAGO1112 HW TAGO1112 TAGO1112 TAG01112 TAG01112 TAG01112
TAGO01113 HW TAGO01113 TAG01113 TAG01113 TAGO01113 TAGO1113

NNNNE#NNNNNH
W00~ E=NTC NI e =R Y]

30 TAGD1114 HW  [|TAG0D1114 TAGO1114 TAGO1114 TAGD1114 TAGD1114
31 TAGO1115 HW  [|TAG01115 TAGO1115 TAGO1115 TAGO1115 TAG01115
32 TAGO1116 HW  [|TAGD1116 TAGO1116 TAGO1116 TAG01116 TAGD1116
33 | TAGD1117 HW  [|TAG01117 TAGO1117 TAGO1117 TAGO1117 TAG01117
34 PPH_XV HW  |PPH XV PPH_XV PPH_XV PPH_XV PPH_XV
35 |PPH_AS HW  |PPH_AS PPH_AS PPH_AS PPH_AS PPH_AS
36 PPH_AL HW  |PPH_AL PPH_AL PPH_AL PPH_AL PPH_AL
37 | TAGO1203 HW  [|TAGD1203 TAGO1203 TAGO1203 TAG01203 TAG01203

wa
(5]

TAGO1204 HW TAGO1204 TAGO1204 TAGO1204 TAGO1204 TAGO1204
TAGO01205 HW TAGO01205 TAGO01205 TAG01205 TAG01205 TAGO1205
40 TAG01206 HW TAGO01206 TAG01206 TAG01206 TAG01206 TAGO1206

A1 TAGOI207 HW TAGNT207 TAGOT 207 TAGNH1207 TAGN1207 TAGN1207
M4+ M PPH,  Pan2 P

w
n

Figure 4.21. LogicView spreadsheet

e Save the LogicView spreadsheet. It is ready for replication.
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Network spreadsheet:

e Within the Network folder there is a Network spreadsheet (CSV file) that refers to the IPs
configuration for System302 ServerManager. Open the spreadsheet and fill the file with
the desired IPs for each database as shown in the following figure.

e Ho-w~ 5
e
\:y Inicio Inserir Layout da Pagina Formulas Dados Revisdo Exibigdo

* Recortar Consolas - |8 A A= §||9/'| =i Quebrar Texto Automaticamente | Texto
153 Copiar -
Covlar F Formatar Pincel =| @ Mesclar e Centralizar ~ |E§ ik
Area de Transferéncia ™ Fonte £l Alinhamento £l N
| Fi8 - £ |
I A B

el Parameter _ Description _ TEST001
2 RTU_ETH1  DF63_IP1 192.168.0.120  192.168.0.120  192.168.0.120  192.168.0.120  192.168.0.120

3 [RTU_ETH2  DF63_IP2 192.168.165.100 192.168.165.100 192.168.165.100 192.168.165.100 192.168.165.100
2 ROUTER_IP Router IP  [172.2.1.2 172.2.1.3 172.2.1.4 172.2.1.5 172.2.1.6 J
5

6
7
Figure 4.22. Network spreadsheet

e Note that the Router's IP information is for when RTU mode is enabled. If you are not using
RTU mode, there is no need to fill in this parameter.
e Save the Network spreadsheet and it is ready for replication.

Syscon spreadsheet:

e For Syscon, you must perform the same steps as for LogicView.

e Inside the Syscon folder, open the generated spreadsheet (CSV file) and notice that there
are standard tags of the area which the templates were generated from.

fromyL = A RO Ferramentas de Tabela [ PP puits Prod_huile - Microsoft Excel |
Inicio Inserir Layout da Pagina Farmulas Dados Revisdo Exibicdo Design
== ¥ Recortar

Calibri |11

1
; Quebrar Texto Automaticamente | Geral - ﬂ ﬁ;’ﬁ MNormal I

- 153 Copiar
Colar IN £ 8- =5 Mesclar e Centralizar [E@ - o, gof[ %8 3| Formatacio  Farmatar IZ| {
- Formatar Pincel == = = 28 *8]1 Condicional - como Tabela - B
Area de Transferéncia = Fante il Alinhamento £} Himero £}
Al - £ 1d
G D E F G H I J K L M N (o] P Q
1 iescription B

3 PPH_PT101
4 PPH_PT102
> PPH_PT103
6 PPH_PT104

7 PPH_TT101
9 AFFICHEUR
1 HSE HOST
2 PPH

Figure 4.23. Syscon spreadsheet

e To create identical configurations, just create new columns with the names of the desired
databases and copy the information from the Tag tab to them.

A B E F G H

8 1dB1az___BlDescription B2 TesToo1 BAlesToo2 BAlvesTo03 Al EsToos BalEsToos A
2 3 PPH_PT101 PPH_PT101 PPH_PT101 PPH_PT101 PPH_PFT101 PPH_PT101
3 4 PPH_PT102 PPH_PT102 PPH_PT102 PPH_PT102 PPH_PT102 PPH_PT102
4 5 PPH_PT103 PPH_PT103 PPH_PT103 PPH_PT103 PPH_PT103 PPH_PT103
5 6 PPH_PT104 PPH_PT104 PPH_PT104 PPH_PT104 PPH_PT104 PPH_PT104
6 7 PPH_TT101 PPH_TT101 PPH_TT101 PPH_TT101 PPH_TT101 PPH_TT101
7 9 AFFICHEUR AFFICHEUR AFFICHEUR AFFICHEUR AFFICHEUR AFFICHEUR
8 1 HSE HOST HSEHOST HSEHOST HSEHOST HSEHOST HSEHOST

9 2 PPH PPH PPH PPH PPH PPH .
10

Figure 4.24. Syscon spreadsheet

e Save the Syscon spreadsheet. It is ready for replication.
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f) Replicating databases

Done successfully all the steps above, now just replicate the databases. In Studio302 click

Tools in the toolbar and select Replicate Database Templates.

%} Studio302 :: Site: Smar = Current Database: PPH
File Settings Window Help

x:, ‘li‘.-? Database ;, ].—!l-d ;3 =3

Process Equipment Database

sEQE-e.REe

Smar Pack & Go

EI .,rrj Engint Unpack
i

Create Database Templates

g I Replicate Database Templates

Reports 4
7
|: Wise Inspector
— System302 3

Network Devices
) controllers
=8 :a 1/0 Paints

|E| MNet /O

3/ Field Devices

----- . Process Equipment Database
i

»
..... ‘@ Documentation

Figure 4.25. Replicating databases

e Click Validate and choose the directory where the templates were created. In this example

it was saved in the Documents folder.

I3 Replicate Database Template Wizard

This wizard replicates the current database
template.

Click walidate button to begin the replication process.

[ atabase been replicated

PPH

[F=3(E=R =

Select the directory where the CSV files with the current databasze
structure information are been saved.

3 Select Load Template Location

[=J¥ -

== (ol -
S users |
ZYFabio
(I Contacts
(] Decktop |=
|88 Documents |
] Downloads
(£ Favorites
[ Links il
(C3 Music

(Z3 Pictures =

Dietails Cancel Help

[ Ok ] [ Cancel ][ Help

Figure 4.26. Selecting database to be replicated

o Wait for the information validation and then click Replicate.

£3 Replicate Database Template Wizard

template.

Database been replicated

Click walidate button ta begin the replication process.

This wizard replicates the current database N

Detailz I[ Replicate ]I[ Cancel ][ Help

Figure 4.27. Replicating databases
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e Wait for the replication process to finish, click OK and Close.

3. Replicate Database Template Wizard

This wizard replicates the current database B3 Replicate Database Template Wizard @

template. \E?’)

Click validate button ta begin the replication process.

This wizard replicates the current database -
template. .

Database been replicated X . :
Click walidate buttan to begin the replication process.

PPH
Replication Wizard =

sz |
Database been replicated
~ o ] PPH
0‘\ The replication proccess finished successfully.

Figure 4.28. Completion of the database replication process

e Open the databases window to check the replicated databases.

%} Database @

Database Q

Current Database: PPH

) New

@ Selected |
Diatah A A~
&) TesToO0L
@ TesTo02
@ TesTO03 -
@ TEsTO04
@ TesTO0S e

Manufacturer ID: |U|'IFEQ‘5tEFEd | Browse

Search | H Search J

l oK H Cancel H Help ]

Figura 4.29. Replicated databases

Areas

Click the Areas icon in the topology tree to open the Area dialog box. The Areas dialog box will
show all the configurations imported from the Syscon files to the Database.

=.l:J The file is located in the local machine.

Looal

:_;” The file is located in the local machine and it is being edited.

=.l:J The file is located in the server machine.

BErver

::.r The file is located in the server machine and it is being edited.

:E_r The file is located in the server machine and it is being edited by another user.

The project configuration created using a previous SYSTEM302 version must be
dﬂ upgraded to SYSTEM302 version 7.2.x or higher. Right-click the area icon and
select the option Upgrade.

The file located in the server machine contains the most recent alterations for the
configuration file. Right-click the area icon and select the option Update to update
the project configuration.

Right-click the area icon and click Multiuser Details to open the Multi User Details dialog box. This
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dialog box indicates the status of the configuration file, whether it is being edited in the local
machine or locked for edition by another user, for example.

Creating an Area
In the Areas dialog box, right-click the dialog box and click New Area.
Studio302 will launch Syscon and open the dialog box that lists the templates available for each

linking device. Select the desired template and click Ok. Type the name of the strategy configuration
and click Ok to conclude.

Creating a HART Area

In the Areas dialog box, right-click the dialog box and click New HART Area.

Studio302 will launch the FDT HART tool. In the dialog box, type the name of the topology and click
Ok. The Topology window will open for edition.

Opening the Area in View Mode

Right-click the area icon and click Update to update the local information about the configuration
project before opening the file. This option is only available after the area had been
commissioned.

Right-click the area icon, in the Areas dialog box, and click View. Studio302 will launch Syscon
and open the configuration file corresponding to the selected area in View Mode.

If the configuration file is being edited in other machine, the user will not be able to alter or edit this

configuration. On the other hand, if the file is not being edited, click the Edit Mode button in Syscon
to switch modes and alter the configuration file.

Editing the Area

Right-click the area icon and click Update to update the local information about the configuration
project before editing the file. This option is only available after the area had been commissioned.

Right-click the area icon in the Areas dialog box and click Edit Area. Studio302 will launch Syscon
and open the configuration file corresponding to the selected area.

Refer to the Syscon User’s Manual for details on how to edit the configuration.

Exporting an Area for Standalone Mode

When you export an area to the Standalone mode, the area is removed from the database and the
configuration files related to the area are saved in a target directory.

Right-click the area icon in the Areas dialog box and click Export for Standalone. The Browse for
Folder dialog box will open. Select the path to the directory where the configuration files will be
exported. Click Ok to conclude.

Removing an Area
To remove an area from the database, right-click the area icon in the Areas dialog box and click

Remove Area.
It is only possible to remove an area created in a local configuration file, that is, a file stored in the
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local machine.

If the Syscon application is being executed, it will be necessary to close Syscon before
removing the area.

Replacing an Area

To replace an area in the database, right-click the area icon in the Areas dialog box and click
Replace Area. The Replace dialog box will open. Type the path to the new area or click the
Browse button to locate the *.ffp file that contains the new area.

T Replace

Replace D -

|E:a|DF51.ffp | ' [J
| | Browse I

Ok | Cancel | Help |

Figure 4.30. Replacing an Area

Click Ok to conclude. Studio302 will automatically launch Syscon to import the new area.

Searching Areas

To search an area by name, type its name on Search field and click Search by Name.

% Areas : Site: Smar :: Current Database: System302

Areas M
-

Marmne I Multi-user status
&
uzManual

Search || Search by Namel

Close | Help |

Figure 4.31. Searching Areas
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Control Modules

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

To open the list of all control modules in the Database, expand the icon Applications and click
Control Modules in the topology tree.

The Control Modules dialog box will open. This dialog box lists the control modules related to the
configurations created using Syscon, and then imported to the current Database.

u The file containing the control module is located in the local machine.

@ The file containing the control module is located in the local machine and it is
Lacal being edited.
Mr The file containing the control module is located in the server machine.

The file containing the control module is located in the server machine and it is

saver | Deing edited.

s The file containing the control module is located in the server machine and it is
server | being edited by another user.

Right-click the control module icon and click Edit control module to open the corresponding
configuration in Syscon and edit the Strategy window.

If the configuration file is being edited in other machine, the user will not be able to alter or edit this
configuration. Right-click the control module icon and click View to open Syscon in View mode and
visualize the Strategy window.

Searching Control Modules

To search the name of the control module, select the option Control Module at the bottom of the
Control Modules dialog box, type the name of the control module and click Search by Control
Module.

To search the name of the area, select the option Area at the bottom of the Control Modules dialog
box, type the name of the area and click Search by Area.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.
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"% Control Modules :: Site: Smar :: Current Database: System302 E|[E|E|
Control Modules CE.
Marme Area
rControl Module 1 projol
'CDntrol Module 2 projoz

(&) Control Module - O area

Search || | [ Search by Control Module ]

Figure 4.32. Searching Control Modules

Advanced Search

Click Advanced Search at the bottom of the Control Modules dialog box. Use the Advanced
Search dialog box to find the items that match the two criteria.

“% Advanced Search

Criteria | Value |
Contrnl Module
% hrea
|| | | add Yalue I
Ol | Cancel | Help |

Figure 4.33. Advanced Search

Type the word to be searched on the text box, click the criteria icon to select it and click the button
Add <Value>. See the example below:
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Logics

‘% advanced Search

Boil || Add Contro,lModuIe I
lat

Qk | Cancel | Help |

Figure 4.34. Defining Search Criteria

Repeat the steps above to add other criteria.

To delete the value from one criterion, right-click the value and click the option Delete. To delete all
values from the Advanced Search dialog box, right-click the dialog box area and click the option
Delete All.

Expand the icon Applications and click Logics in the topology tree to open the list of all logics in
the Database.

The Logics dialog box will open. Each control logic is related to an Area, indicated in the Area
column. The Type column indicates whether the configuration is a logic configuration or a logic

template.

:.!.!-:: The file containing the control logic is located in the local machine.

i The file containing the control logic is located in the local machine and it is being
Lol edited.

s:l.ml-.r The file containing the control logic is located in the server machine.

_|b, The file containing the control logic is located in the server machine and it is being
BoIVER edited.

4k The file containing the control logic is located in the server machine and it is being
server | edited by another user.

The file located in the server machine contains the most recent alterations for the
control logic. Right-click the logic icon and select the option Update to update the
logic configuration file.

Barver

Right-click the logic icon and click Multiuser Details to open the Details dialog box. This dialog box
indicates the status of the logic configuration file, whether it is being edited in the local machine or
locked for edition by another user, for example.

At the bottom of the Logics dialog box, mark the option Logic to list all logic configurations, and

mark the option Logic Template to list all templates. If one of the options is unmarked, the
corresponding type of logic will not be displayed on the Logics dialog box.

Viewing and Editing the Control Logic

The Database Manager manages the alterations made to the logic configuration file. Using
Studio302 in multi-user mode, it is necessary to commit the alterations after editing the logic.
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If the logic is not being edited by any user, the option Edit Logic will be available when right-clicking
the logic icon. LogicView for FFB will open the corresponding configuration to edit the control logic.
Refer to the LogicView for FFB Manual for details on how to edit the logic.

Right-click the logic icon and click Update Logic to update the local information related to the
logic before editing the logic configuration file. This option is only available after the areal/logic
has been commissioned.

After you finished editing the logic, right-click the logic icon and click the option Commit Logic. The
alterations will be saved to the Database Manager and other users will be able to edit the logic
configuration.

When the logic configuration is being edited by another user, right-click the logic icon and click View
Logic to open the configuration file on View Mode using LogicView for FFB.

Defining Parameters

Right-click the logic icon and click Define Parameters. Studio302 will automatically launch Syscon
and open the FFB Parameters Definition dialog box.

Edit the parameters, if necessary, and click Ok to return to the Studio302.

Refer to the Syscon User’s Manual for details on how to edit the parameters.

Creating Logic Templates

To create a logic template, right-click the Logics dialog box and click the option New Logic
Template. Using LogicView for FFB, type the tag for the new logic configuration, click Ok and edit
the logic template.

Refer to the LogicView for FFB User’s Manual for details on how to edit the logic.

Close LogicView for FFB and return to Studio302. The new logic template is displayed on the
Logics dialog box.

Searching Logic Blocks

Right-click the logic icon and click Search Logic Block. The Logic Block Search dialog box will
open. Double-click the icon corresponding to the logic where the block is located to open and edit
the strategy configuration.

To search the location, type the name on the Search text box and click the button Search.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Searching Logics

To search the name of the logic, select the option Logic at the bottom of the Logics dialog box,
type the name of the logic and click Search by Name. The logic templates can also be searched
selecting the Logic Template option.

To search the name of the area, select the option Area at the bottom of the Logics dialog box, type
the name of the area and click Search by Area.
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':'-:i;- FFB Logics :: Site: Smar : Current Database: System302

(0]
Logics —l I_
[ Multi-user status [ Area [ Type
Manual Logic

‘ Logic Logic Template ‘

4F + Name @ Area

Search | | Search by Namel
Advanced Search... | Close | Help |

Figure 4.35. Searching Logics

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be

placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Advanced Search

Click Advanced Search at the bottom of the Logics dialog box. Use the Advanced Search dialog
box to find the items that match the two criteria.

5 Advanced Search

Criteria I Value I
4F Logic
5 area
|| | | Add walue I
Qls | Cancel | Help |

Figure 4.36. Advanced Search

Type the word to be searched on the text box, click the criteria icon to select it and click the button
Add <Value>. See the example below:
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‘% Advanced Search

Criteria | Value |

4k Logic -

Baoil

Bioil | | P.ddﬁrea I

ke | Zancel | Help |

Figure 4.37. Defining Search Criteria

Repeat the steps above to add other criteria.

To delete the value from one criterion, right-click the value and click the option Delete. To delete all

values from the Advanced Search dialog box, right-click the dialog box area and click the option
Delete All.

Stations

To open the list of all workstations connected to the same database, expand the icon Network

Devices and click Stations in the topology tree. The Network Devices - Stations dialog box
opens.

“ Network Devices - Stations

Stations \'J

Marne | Login/Logout | 1P | Role | User | OPC Servers | Simulating | Description |
..:“E' EWINXP-EST1394 login 192.165.80.130 Mot defined Administrador Mo Edit

[ add || Report | [ close | [ Help

Figure 4.38. Stations

This dialog box indicates the name of the workstations, IP addresses, the workstation role and
detailed descriptions. In a multi-user system, a workstation can be classified in two types: Client or

Client-Server. There can only be one Client-Server workstation and one or many Client stations in a
multi-user system.
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e
% The Client-Server workstation is not connected to the multi-user system.

The Client workstation is not connected to the multi-user system. This status is
usually indicated right after the workstation is added to the multi-user system,

@ The Client-Server workstation is connected to the multi-user system.
~ | using the Network Devices - Stations dialog box.

'Ig The Client workstation is connected to the multi-user system.

The Client workstation is not publishing its active status in the multi-user system.
' ) | This may occur because the communication between Client workstation and the
bt Client-Server workstation is interrupted.

Right-click the workstation icon and click the option Multiuser information to open the dialog box
that indicates which areas and logics are being edited in the selected workstation.

‘“ Network Devices - Station

Multiuser information @
WINXP-EST1394 ! J
File | Last Date Time |
:.:f_‘:projﬂl 21.Mow.,11 - 16:05:27
JBeridge 2-Frez-1 21 Mov.11 - 16:05:05

[ Refresh l [ Close ] [ Help ]

Figure 4.39. Multiuser information

Editing Station Information

On the Description column, click Edit to include information related to the workstation, such as the
workstation role and a brief description. If the information has already been included for the
workstation, the Description column will indicate the option Details.

Clicking Edit or Details, the Network Devices — Stations Information dialog box opens.
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“ Network Devices - Station Information

Edit station ﬂ

Hemmss |WIN>-<P-EST1394|

Role: |N0t defined V|

Description:

| update | [ cancel | [ Help

Figure 4.40. Station Description

On the Role box, select the role that the workstation represents on the current database. On the
Description box, type a brief description of the workstation.

Click Update to confirm the alterations and return to the Network Devices — Stations dialog box.

Adding Stations

On the Network Devices — Stations dialog box, click Add to include a workstation to the database.
The New Station dialog box opens.

#% Network Devices - Station Information

—
New station .H
-
IP: | H Yalidate ]
Role: |Maintenance V|
Description:
[ Save ] [ Cancel ] ’ Help l

Figure 4.41. Adding a Station

On the IP box, type the IP address of the new workstation and click Validate. If the IP address is
correct, a green check mark will indicate the workstation was located.

‘& Network Devices - Station Information

—
New station |H
E
b [192.168.163.19 || walidate ( /)
Role: |Maintenance v|

Figure 4.42. New Station

On the Role box, select the role that the workstation represents on the current database. On the
Description box, type a brief description of the workstation.
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Click Save to conclude and return to the Network Devices — Stations dialog box.

Multiuser Information

Right-click the workstation icon and click the option Multiuser information to open the dialog box
that indicates which areas and logics are being edited in the selected workstation.

“% Network Devices - Station

Multiuser information @
WINXP-EST1394 A J
File | Last Date Time |
:i%:projﬂl 21.Mov.11 - 16:05:27
AP eridge 2-FFB2-1 21.Mav.11 - 16:05:05

[ Refresh l ’ Close ] [ Help

Figure 4.43. Multiuser information

This dialog box indicates the names of the areas or logics in Edit mode, and the date and time of
the last access.

Click the Refresh button to update the information on the dialog box. Click Close to return to the
Network Devices — Stations dialog box.

Generating Reports

On the Network Devices — Stations dialog box, click Report to generate a report listing all
workstations connected to the database, and the information related to each workstation, such as

the IP address and role, and also the physical workstation specification, for example, PC processor
and RAM memory.

~
System302 Studio Report %

Stations

Name IP(s) Type Spedification

EST-1089 192.168.163.14 Data logger / server Microsoft Windows XP Professional.
5.1.2600.196608.
2,00 GB of RAM.
Intel(R) Pentium(R) 4 CPU 3.06GHz.

ADRIANOREIS Cperation

ALBERNAZ Mot definied

VEIGA Operation

Additional information:

Database of stations: System302

Number of stations: 4

Figure 4.44. Reports

On the Reports dialog box, click Eto print the Stations report. Or click m‘ to export the report to
a PDF file.
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Controllers

The Network Devices — Controllers dialog box lists the bridges and controllers from all areas
created in the current Database.

To open this dialog box, expand the icon Network Devices and click Controllers in the topology
tree.

“& Network Devices - Controllers

Controllers m
[ 6] Devices, [ 0] On-Line, [ & ] Off-Line, [ 0 ] Commissioned, [ 6 ] Uncommissioned
Device Tag | Device 1D ‘ P ‘ Status | Comm. | Model | Area
I Bridge 1 Off-Line Mo DF&2 projoL
I Bridge 2 off-Line Mo DF62 projoz
U eridae 3 oOff-Line Mo DFEz  teste
I ores Off-Line Mo DF63 PROT_DF116
A oOff-Line Mo DF75 PROI_HART
I oFs Off-Line Mo DF75 PROI_RSERIES

M Gowicetag MW Ooevicero MW O B Ostarus g O commissioned M O model Hame 99 O Area

Search || | [ Search by Tag 1

Refresh ] [ Advanced Search... l

Figure 4.45. Controllers

Configuring the Controller

On the Network Devices — Controllers dialog box, right-click the controller icon and click the option
Configuration.

Syscon will open the configuration that contains the selected controller. Refer to the Syscon Help
for details on configuring a controller.

Commissioning the Controller

On the Network Devices — Controllers dialog box, right-click the controller icon and select the
option Commission. Syscon will open the configuration that contains the selected controller.

In the Commission dialog box, click the button to select the controller ID.

The Device Selection dialog box will open. Select the icon of the controller ID and click Ok to
conclude.

Refer to the Syscon Manual for details on commissioning a controller.

Decommissioning the Controller

You can remove the controller from the process control after the controller has been commissioned.
Right-click the icon of the controller to be decommissioned and select the option Decommission.

Syscon will be executed, and the controller will be removed from the process control.

Refer to the Syscon Manual for details on decommissioning a controller.
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Downloading the Controller

You can download the controller configuration right-clicking the controller icon and selecting the
option Download.

The download is executed using Syscon. Refer to the Syscon Help or the Syscon User's Manual
for details on downloading the configuration to the controller.

Managing Controllers

Using the AssetView pages, you can manage the controller's maintenances and diagnostics. Right-
click the controller icon and select the desired page.

Note that:
e The Configuration, Calibration, Diagnostic, Identification, Maintenance, Monitoring, Display

or DeviceView pages will be available in the controller's menu only if AssetView is installed
and the controller has already been commissioned.

e The SQL Server must have been started and should be running.

e The controller must have been registered in the AssetView database, using the
AssetServer.

Refer to the AssetView User's Manual for details on registering controllers.

Searching Controllers
To search the controller:

1. Select one of the filter options: Device Tag, Device ID, IP, Status, Commissioned, Model
Name, or Area.

2. Type the word related to the controller to be searched.

3. Click the button Search.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Advanced Search

Click Advanced Search at the bottom of the Controllers dialog box. Use the Advanced Search
dialog box to find the items that match two or more criteria simultaneously.
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1/0 Points

% Advanced Search

Criteria

| Walue |

L B¢

‘ Status

'-=-_'_‘,|.C\rea

,’. Device Tag
W peyice ID

Iy Cormrmissioned
D!,Mndel Marne

| [ Add Walue l

|

Ok

|| cancel || help |

Figure 4.46. Advanced Search

Type the word to be searched on the text box, click the criteria icon to select it and click the button

Add <Value>. See the example below:

‘¢ Advanced Search

W p

‘ Status

e Device ID

Iy Commissioned
B 10del Name

5 area
DF63 || #ddDevicsTag |
Loy
[ Ok H Cancel ” Help l

Figure 4.47. Defining Search Criteria

Repeat the steps above to add other criteria.

To delete the value from one criterion, right-click the value and click the option Delete. To delete all
values from the Advanced Search dialog box, right-click the dialog box area and click the option

Delete All.

List of I/0 Points

To open the list of all devices in the Database and the configured 1/0O points, expand the icon
Network Devices > I/0O Points and click Net I/O in the topology tree. The Studio302 1/O window

will open.
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£ Studio202 -0 [l @ ===
File View Help
(=]
NET 1/O NET1/O
/ x
[ 51 Total Points, [ 3 ] Input Paints, [ 2 ] Output Points Oo
Current Node: All
1/0 usertag  Mode Block Device Network Area Value
o5& F1 =
&;? § Fira A0 (@FY_AIL  Analog Yes FY Profibus 1 ProjDF73
- - {HLD_AI1  Analog Yes Lo Profibus 1 ProiDF73
L § Fv-pA_AO-1 (LD_Al_2 Analog Yes LD Profibus 1 ProjDF73
5§ Lp - @FI_AO_1  Analog Yes Fl Profibus 1 ProiDF73
i LD-PA_AI-L @ Fr_a0_1 Analog Yes Fr Profibus 1 ProjDF73
) LD-PA_TOT-1
! Show 1/0 user tag
M Input @ [ Output
& @®pevice B O Growp I/Ousertag |l O Mode L OBlock g (Device §& (Network Area
I searen | |
NET /0 symbology window x
Supervision Point quality Point status Meaning
off - - Point read from the database without supervision status.
@ on Bad Point offline. Check if the CPU is online.
@ on Good Good Point online. No probiems detected,
o Good Bad Point online on CPU but is necessary to check if the device is online.
& on - e Point not connected. It is necessary to have physical equipment connected and ...
NET 1/0 symbology ‘

Figure 4.48. Net /0 Window

On the Studio302 1/0 window, mark the option Show I/O user tag to list the points according to the
tag defined by the user in Syscon.

Besides displaying details about I/O Points, such as their mode, device tag and network channel,

you can also view their mapping offset. Right-click the I/O Point icon at the 1/0 Tag column and click
Details.

I/0 Points Details

On the Studio302 1/0 window, right-click the I/O Point icon on the I/O Tag column and click Details.
The /O points details dialog box opens.

For analog I/O points, this dialog box indicates the memory offset and the scale defined for the
selected 1/0 Point, using the Mapping Tool application.

For discrete 1/0 points, this dialog box indicates the memory offset and the data bit offset for the
selected |/O Point.

It is not possible to edit I/O point information in the 1/0 points details dialog box. To edit the 1/O

point, open the Area that contains the corresponding device in Syscon. Refer to Syscon Manual
for details.

/0 Points Supervision Mode

On the Studio302 I/O window, mark the option Supervision to launch System302 ServerManager
and start monitoring the values of the I/O points, which are indicated in the Value column.

The 1/0 User Tag column indicates the quality and the status of the point during supervision.

To open the Symbology window that details the point supervision indication, go to the View menu
and click the option NET 1/0 symbology window. References for the point quality and status are
indicated at the bottom of the Studio302 - I/O window.

Points signalized in red may indicate there is a problem in the OPC communication. Points
signalized in green indicate the communication is good and the point value is being read from the
device.

It is necessary to export tags using Syscon to guarantee the OPC communication.
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Field Devices

Searching I/0 Points

To search the I/O point, first select one of the filter options: 1/0 Tag, Mode, Block, Device or
Network.

Type the word related to the 1/O Point to be searched and click Search. Points related to your
search will be displayed at the 1/O points table.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Customizing the Studio302 I/0 Window

You can customize the Studio302 I/0 window and select the columns that will be displayed. Right-
click the window area and click the option Customize View.

The dialog box will open. Select the desired columns and click Apply.

"% Studio302- 1/ 0 x|

— Customize View

[l Tag / User tag [l Network
vl Mode [wl Area
[wl Block [l value
v Device
Apply Cancel

Figure 4.49. Customizing the Studio302 I/O Window

Saving the Log File

To save the information related to the /0O Points supervision, right-click the Studio302 1/0 window
area and click the option Save Log File.

Detecting New Devices

The Device Detection Service alerts you about new devices being added to the plant, when the
plant is already operating.

You can initialize this service manually, in Settings > Communication, clicking the Start button on
the Services tab in the Communication Settings dialog box or by clicking the Online/Offline
Communication button © on the main toolbar.

When a new device is detected, the Studio302 icon in the taskbar blinks and a dialog box opens
informing the user about the new device detected. See the example in the figure below:
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t- Studio3D2 - New field device detected

MNew field device detected

Device Tag: Mone
Device 1D 0003020025 SMAR-DF73:122
Bridge Tag: HZE HOST 2

Part Mumber: 1
Server Machine: Mot identified yvet

would you like to commission it?

Tes Ma

Figure 4.50. Detecting Devices

IMPORTANT

If a device is replaced in the plant in the maintenance procedure, this device will be detected by
this service and can only be commissioned if its logical representation exists in a configuration
included in the current Database of the Studio302.

That is, a device — virtual or not commissioned — should exist in the Syscon configuration that
represents the plant process control, to be associated to the new physical instrument detected.

To commission the new device, click Yes and Syscon will be executed, automatically opening the
project that contains the bridge where the device was detected.

If the user clicks No, the device will appear in the list of new devices detected in Studio302, waiting

for the commissioning. To open the New Device window, click the button ﬁl on the toolbar.

To commission the device from the New Device Detect window, right-click its icon and click
Commission. Syscon will be executed. Refer to the Syscon User’s Manual for details on
commissioning a device.

Field Device List

To open the list of all devices in the Database, expand the icon Network Devices and click Field
Devices in the topology tree.

The Field Devices List dialog box will open. You can execute several procedures, such as opening
the device's pages with AssetView, commissioning and decommissioning a device, or downloading
the configuration using Syscon.

The Field Devices List dialog box displays the information related to the devices in the current
Database, such as the device ID, the tag of the fieldbus channel connected to the device, the
number of the port that connects the bridge to the fieldbus and the device status in the plant
configuration.

Click Refresh at the bottom of the Field Devices List dialog box to read the information of all
devices from every configured OPC Server.
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The file containing the device is located in the local machine.

The file containing the device is located in the local machine and it is being edited.

i e

The file containing the device is located in the server machine.

B wEr

= The file containing the device is located in the server machine and it is being
Beaver edited.

3 The file containing the device is located in the server machine and it is being edited
sever | by another user.

Managing Devices

Using the AssetView pages, you can manage the device's maintenances and diagnostics. Right-
click the device icon and click the corresponding device page.

Note that:

e The Configuration, Calibration, Diagnostic, Identification, Maintenance, Monitoring, Display
or DeviceView pages will be available in the device's menu only if AssetView is installed
and the device has already been commissioned.

e The SQL Server must have been started and should be running.

e The device must have been registered in the AssetView database, using the AssetServer.

Refer to the AssetView User's Manual for details on registering devices.

Searching Devices

To search the device, first select one of the filter options: Device Tag, Device ID, Protocol, Bridge,
Port, Status, Commissioned, Network, Address, or Area.

Type the word related to the device to be searched and click Search.

‘% Field Devices List : 7 7

=
Field devices &y
[ 4] Devices, [ 0] @nline, [ 4 ] Offline, [ 0 ] Commissioned, [ 4 ] Uncommissioned ?\g/
Device Tag [ Device 1D | Protocal | Bridge Tag | Port | Status | Commissioned | Metwark Mame | Address | Area
97 FI302 H1 Bridge 2 1 off-Line Mo Fieldbus 5 24 projnz
L IFa02 H1 Bridge 1 1 off-Line  No Fieldbus 1 26 projil
L& 10302 H1 Bridge 1 1 off-Line  No Fieldbus 1 24 projil
97 TTanz H1 Bridge 1 1 off-Line Mo Fieldbus 1 25 projii

Y @osiceTag ¥ Opevice 1o B Orrorscal Gg Ooridge  F Orone @Osmus N O commissioned & O Newwork  #E O address ) O area

Search | | [ Search by Tag ]

Refrash | [(advanced search... |

Figure 4.51. Searching Devices

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.
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Advanced Search

Click Advanced Search at the bottom of the Field Devices List dialog box. Use the Advanced
Search dialog box to find the items that match two or more criteria simultaneously.

‘% Advanced Search

Criteria | Value |
,‘fa Device Tag -
9 Device ID -
& Protocol -
&g Bridge -
F Port -
%Status -
s Commissioned -
a5 Metwork -
B iddress -
5 area -

|| | | add value I

Ol | Cancel | Help |

Figure 4.52. Advanced Search

Type the word to be searched on the text box, click the criteria icon to select it and click the button
Add <Value>. See the example below:

‘% Mdvanced Search

g Device 1D -
& Protocol -
&g Bridge -
& Part -
@Status -
I#':j;llliilzumrnissionel:l -
B Metwork -
ﬁt Address -
& ares -

TT | | Add Device Tag I
gy

il | Zancel | Help |

Figure 4.53. Defining Search Criteria
Repeat the steps above to add other criteria.
To delete the value from one criterion, right-click the value and click the option Delete. To delete all

values from the Advanced Search dialog box, right-click the dialog box area and click the option
Delete All.

Fieldbus Devices

Configuring a Fieldbus Device

Right-click the device icon and click Configuration to access the information on the device
configuration.

Syscon will open the configuration that contains the selected device. Refer to the Syscon User's
Manual for details on configuring a device.
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Commissioning a Device

Right-click the device icon and click Commission to commission a device. Syscon will open the
configuration that contains the selected device.

In the Commission dialog box, click the button J to select the device ID. The Device Selection
dialog box will open. Select the icon of the device ID and click Ok to conclude.

Refer to the Syscon User's Manual for details on commissioning a device.

Decommissioning a Device

You can remove a device from the process control after the device has been commissioned. Right-
click the icon of the device to be decommissioned and click Decommission.

Syscon will be executed, and the device will be removed from the process control. Refer to the
Syscon User's Manual for details on decommissioning a device.

Device Download
You can download the device configuration right-clicking the device icon and clicking Download.

The download is executed using Syscon. Refer to the Syscon Help or the Syscon User's Manual
for details on downloading the configuration to the device.

HART Devices

Configuring a HART Device

Right-click the HART device icon and click the option Open DTM to open the area that contains the
selected device on the FDT HART Configurator tool.

Refer to the AssetView FDT HART manual for details on configuring the HART device.

Profibus Devices

Configuring a Profibus Device

Open the Field Devices List dialog box, right-click the Profibus device icon and click the option
Cyclic Configuration to open Syscon and edit the configuration file that contains the selected
device. Refer to the Syscon User's Manual for details on configuring a Profibus device.

Right-click the Profibus device icon and click the option Acyclic Configuration to access the
information on the device configuration. The ProfibusView application will open the device dialog
box. Refer to the ProfibusView User's Manual for details on configuring the Profibus device.

Right-click the Profibus device icon and click Open DTM to open the Smar AssetView FDT

application. This application allows you to parameterize blocks from the device, in online or offline
mode. Refer to the AssetView FDT User's Manual for details.

Detecting a Profibus Device
When a new Profibus device is connected to the plant, it is necessary to configure the address.

Sy
Click the button & on the Applications toolbar to open the ProfibusView dialog box:
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% ProfibusYiew

ProfibusView 24y
¥
Manufacturer: Igma,- j
Field Device Type: |F13g3 j
Master IP Address:
Slave Address:
Ok | Cancel | Help

Figure 4.54. Detecting Profibus Devices

Select the device manufacturer and the type of the device. Type the master IP address and the
slave address. Click Ok to conclude.

It will be necessary to open the configuration file and add the device to the plant strategy.

DeviceNet, AS-i and Modbus Devices

Configuring a DeviceNet, AS-i or Modbus Device

Open the Field Devices List dialog box, right-click the device icon and click the option
Configuration to open Syscon and edit the configuration file that contains the selected device.

Refer to the Syscon User's Manual for details on configuring a DeviceNet, AS-i or Modbus device.

Configuration Samples

When you run Studio302 for the first time, the Samples Screen opens and you can select a
configuration file sample to be opened.

The Studio302 Samples are created by Smar engineers to provide standard examples of plant
control applications.

Studio302 Samples

Select the sample on the list below

[ configuration Files

%‘ Process Equipment Database

Close

[J Do nat display this window again.

Figure 4.55. Studio302 Samples Screen

Click the link Configuration Files to select a configuration sample. The Unpack Files dialog box
will open.
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“% LInpack [ x|

Unpack t{

Select a file to unpack

| | Browse |

Select the temporary path to extract the files
[C:\DOCUME 1 JULTAN~1\LOCALS~1\Temp || Browse |

[~ List all files Wnipack | Help |

Figure 4.56. Selecting a Sample File

In the area Select a file to unpack, click Browse to locate the sample file. During the SYSTEM302
installation, the samples files created by Smar are copied to the default installation folder:
C:\Program Files\Smar\Studio302\Samples\Configurations\.

Unpack files [ 2]
Lok i IDConﬂgurations j QT L E

File name: IDemo_F'rDiecl.tgz j Open I
Files of type: |“_tgz j Cancel |

[ Open as read-only

4

Figure 4.57. Unpacking a Sample File
Select the file icon and click Open to return to the Unpack dialog box.

In the area Select the temporary path to extract the files, click Browse to select a temporary
folder that will be used during the unpack process.

Click Unpack to execute the procedure and unpack the sample file to the current Studio302
database. The configuration and support files will be extracted to the current database.
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PROCESS EQUIPMENT DATABASE

Click the Process Equipment Database icon on the topology tree to open the Process Equipment
Database window.

All information about the instruments in the plant will be stored in a Database. A node in the
database will represent an instrument. This node gathers specific attributes of the instrument, and
common links and attributes inherit from the category.

™ Process Equipment Database EI@

B

Process Equipment Database T

'{'B Process Equipment Database
= Suggar Mill
B web
--ﬁ Tandem
ﬂ'j Smar_Demo_Plant
Control Module 1
EI--R Alcohol Distillation
- Distillery
l Columns A and B
--Q Tank
-§ls Energy Generation

Action or Information Aspect

Figure 5.1. Process Equipment Database

Specific instrument attributes includes links to documentation files, instrument images, Web pages,
process visualization and supervision screens, and executable files.

Importing the Process Equipment Database

To import the information from the Process Equipment Database of another machine:

1.

e <

Go to the File menu, select the option Import and then click Process Equipment
Database.

The Import Process Equipment Database dialog box will open.
Click Browse to select the folder where the compacted file is located.
Select the file icon and click Open.

Studio302 will verify the information in the compacted file, comparing it to the information in
the current Process Equipment Database. The Import Process Equipment Database
dialog box will indicate if there are any conflicts with the parameters.
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;. Process Equipment Database

Import H‘%\
Select Path file tJ
|D:\Prugram FiIes\5mar\5tudiuSl]2\Sampl(| Browse |
Mame | Type |‘
# Suggar Mill Node
# Tandem MNode
Mode
MNode
# Alcohoal Distillation MNode
& Distillery Node
# Columns A and B Node |-
# Tank Node
# Energy Generation Mode
# Boiler 1 Node
2 Motor 1 MNode
& Motor 2 MNode -
[Mill 2 | Update |
Ok I Cancel | Help |

Figure 5.2. Importing the Process Equipment Database

6. If there is a conflict with the tags of the nodes and types, you will have to edit the tags:

i. Select the icon of the tag;
ii. Type the new tag on the text box at the bottom of the dialog box;
iii. Click Update.

7. Click Ok to conclude and import the new nodes to the Process Equipment Database.

Exporting the Process Equipment Database

You can compact the information from the Process Equipment Database in one single file and
send this file to another machine.

On the File menu, click Export and then click Process Equipment Database. The Export Process
Equipment Database dialog box will open.

Export Process Equipment Database ﬂm
Save in: I_}temp j %) T -
©
D
Iy Computer
"ﬁ File name: IPED_Smar j Save I
My Save as type: I*_tgz j Cancel |
v

Figure 5.3. Exporting the Process Equipment Database

Browse the directories to select the folder to save the file, and type the name for the compacted file.
The file extension will be "*.tgz". Click Save to compact the information and save the file.
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Saving an equipment template

On the Process Equipment Database window, right-click the icon of the equipment and select the
option Save as Template. The dialog box will open.

System302 Studio x|

Type the name for the Template:
Do nat type a file extenzsion.

Cancel |

|Distilery

Figure 5.4. Saving an equipment template

Type the name for the template file but do not type a file extension. Click Ok and a message box
will open indicating the location to the template file. The default path for equipment template files is
C:\Program Files\Smar\Studio302\Bin\Templates.

Click Ok to conclude.

Importing an equipment template

On the Process Equipment Database window, right-click the Process Equipment Database icon,
or the icon of the parent equipment where the new equipment will be created, and select the option
Import Template.

The Import Template File dialog box will open. Select the icon of the desired template file and click
Open. Remember that the default path for equipment template files is C:\Program
Files\Smar\Studio302\Bin\Templates.

Import Template File BHERA

Look ir: I@Templates j ] ¥ 2 -

Doc

Desktop

L

My Documents

by Computer

File name: ID istillery.xml j Open I
ﬂ Cancel |
4

Files of type: I”.Hml

I~ Open as read-anly

Figure 5.5. Importing an equipment template

A message box will open informing that the procedure was successful. Click Ok to conclude.

IMPORTANT

It is not possible to import the same template file again, in the Process Equipment Database.
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Searching similar equipment

Similar equipment is instance of an equipment or special item created as a copy from another
equipment in the Process Equipment Database. Similar equipment is displayed in green in the
Process Equipment Database. See the example below:

.. Studio302 - Process Equipment Database

Process Equipment Database

)

L3\

@ smar web

% Tandemn chart

- il 1
& Smar web

% Tandem chart

™ Motor 1 Original Equipment
[ Turbine 1

=-FH mill 2

@ Smar web

+ 5 Tandem chart
- Mator 2 —
E Turbine 2

o Motor 1 Similar Equip

88 =mar Demn Plant

— Action or Information Aspect

Select an Action Aspect or Information Aspect to see the details,

Close | Help |

Figure 5.6. Similar Equipment

To locate all equipment similar to a specific equipment or special item, right-click the icon of the
instance of an equipment or special item and select Find Similar Equipments.

The Similar Equipments dialog box will list the parent equipment that contain instances similar to
the selected equipment.

N Equipment Database

Similar Equipments

Similar Equipment: [ Boiler 1 ]

Equipment{s} Parent

Close Help

Figure 5.7. Locating Similar Equipment

From the Similar Equipments dialog box, right-click an item and click Delete the Similar
Equipment to remove the occurrences of similar equipment. See the following section Removing
an Equipment.
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Right-click the icon of the equipment and click Save as Template to create the xml template file
based on the selected similar equipment.

Equipment
Creating an Equipment

On the Process Equipment Database window, right-click the Process Equipment Database icon
and select the option New Equipment. The New Equipment dialog box will open.

. Process Equipment Database @

New Equipment

Functional Name

Description

Customize [ Ok ]| Cancel || Help

Figure 5.8. Creating Equipment

Type the name in Functional Name and a brief description for the equipment. Click the button
Customize to open the Customize Aspects dialog box and edit the aspects for the new equipment.
See section Customizing Aspects for details.

Click Ok to conclude.

Creating Aspects for the Equipment

On the Process Equipment Database window, right-click the equipment icon and click New
Equipment. The New Equipment dialog box will open.
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. Process Equipment Database @

New Equipment

Functional Name

Description

+|to inherit aspects of the parent equipment

Customize [ Ok ]| Cancel || Help

Figure 5.9. Creating Types

Type the name in Functional Name and a brief description for the equipment type.

Mark the option Inherit the aspects of the parent equipment to apply the aspects defined for the
Parent node to the equipment being created. If this option is not marked, the aspects will not be
applied to the new equipment.

Click the button Customize to edit the aspects for the new equipment. See section Customizing
Aspects for details.

Click Ok to conclude.

Replicating Equipment

To create a new instance of an equipment or special item, right-click the icon and click Copy from
the popup menu.

Then, right-click the other equipment or special item where the new instance will be created and
select the option:

e Paste as reference: all information and aspects will be copied to the new instance of the
equipment or special item, and any changes made to the new instance will be applied to
the original equipment, and vice-versa.

e Create new equipment from: all information and aspects will be copied to the new
instance of the equipment or special item, but changes made to the new instance will not
affect the original equipment, and the changes made to the original equipment will not be
applied to the new instance created.

Searching Equipment

Right-click an Equipment icon and click Search Equipment. The Search Equipment dialog box
will open.
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Special Items

Search Equipment ]
Sugoar Mill E‘}

Action Aspect | Equipment | Walue | DatabaseMame

0‘3 Smar web Mill 1 http:/fwww smar.com Systern302

-7; Smar web Mill 2 http:/fwww smar.com Systern30z
Tandem chart Mill 1 D:varquivos de Progra... System30Z
Tandem chart Hill 2 D:Marquivos de Progra... System302

~Search

(¢ action Aspect Equipment ( Walue ¢ Database Name

‘ Search |

|

Figure 5.10. Searching Nodes

Select one of the filter options: Action Aspect, Equipment, Value, or Database Name. Type the word
related to the node to be searched and click Search.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Removing an Equipment

To remove equipment from the Process Equipment Database, right-click the equipment icon, in
the Process Equipment Database dialog box, and click Delete Equipment.

A message box will open to confirm the operation. Click Yes to delete the equipment and the
aspects related to the equipment will be removed from the Process Equipment Database. Or click
No and the equipment will not be deleted.

If there is one "similar equipment”, that is, an instance of an equipment or special item created as a
copy from another equipment, in the Process Equipment Database, a dialog box will open to
confirm the operation:

e Select Delete this Similar Equipment only from this Equipment Parent to remove only
the selected item from the Process Equipment Database.

e Select Delete this Similar Equipment from all Equipments to remove all references to the
selected item from the Process Equipment Database.

Removing Inherited Aspects

To remove inherited aspects from the equipment, right-click the equipment icon and click Remove
Inherit. The aspects inhered from the Parent node will be deleted and new aspects created for the
Parent node will no longer be inhered by the sub-node.

Only the aspects from the sub-nodes will be deleted. The aspects from the Parent node will not be
affected.

A special item can be an instrument, a control module or an area, that is part of the configuration file
managed by Studio302.
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Aspects

Creating Special Items

On the Process Equipment Database window, right-click the Process Equipment Database icon
and click New Special Item. The New Special Item dialog box will open.

. Process Equipment Database @
New Special Item o9
Wil
@ () Areas @ Control modules @@ @ Field devices

4F 7 Logics ' Controllers
Selected Tag: DT303

& DT303
¥ LD303
&2 TT303

Functional Name:
DT303

Description:

Density Transmitter

[Customize] | Ok | | Cancel | | Help |

Figure 5.11. Creating Special Iltems
Select the category of the special item: Areas, Control Module, Field Devices, Logics or
Controllers. Then, select the icon of the tag related to the special item being created.

Type a brief description for the special item. Click the button Customize to edit the aspects for the
new special item. See section Customizing Aspects for details.

Click Ok to conclude.

The Aspects window shows details about customized aspects, which are information or actions
associated to the selected equipment, such as the description, charts, web links, executable files,
etc. Right-click the icon of the equipment and click View Aspects Window.

Creating Aspects

On the Process Equipment Database window, right-click the icon of the equipment and click
Customize Aspects. The Customize Aspects dialog box will open. Click New.
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%_\ Process Equipment Database @
- F
Customize Aspects b
— Action Aspects T Information Aspects
Default Aspects } | File
FN.DT303 -
5] a () Executable
Image
Description ¥ ) Processview

Custom Aspects & "I Web Link

W () OPC Aspect

==

Figure 5.12. Creating Aspects
Select the type of the new Action or Information Aspects. Configure the information related to the

new aspect. Click Ok to conclude. This process can be repeated as many times as necessary
without having to close the window. See section Customizing Aspects for details.

Editing an Aspect

Click the aspect icon and then Edit. The Customize Aspects dialog box will expand and the
Update tab will appear. Configure the information related to the aspect. See section Customizing
Aspects for details.

Click Ok to conclude.

Copy and Paste an Aspect

Right-click the aspect you want to copy in the main Process Equipment Database window and
select Copy Aspect.

Select the equipment icon where the copy of the aspect will be created. Right-click the equipment
and select Paste Aspect.

If you want to move an aspect from one equipment to another, right-click the aspect icon and
select Cut Aspect instead of the option Copy Aspect. Then, right-click the target equipment icon
and select Paste Aspect. The aspect will be deleted from the original equipment and added to
the target equipment.

Customizing Aspects

Click the button Customize when creating an aspect or in the Aspects window to open the
Customize Aspects dialog box.
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Default Aspects

In the Default Aspects box, double-click the default aspect to edit the information.

e F.N.: type the tag for the equipment or special item.
o Image: click Browse to select an image to represent the equipment or special item.
e Description: type a brief description for the equipment or special item.

" Process Equipment Database @
. &
Customize Aspects b

Update

Name: Mill 1 |

Default Aspects

FN.MIll 1
Irnage
Description

Custom Aspects

==

Figure 5.13. Default Aspect

Action Aspects

At the Customize Aspects dialog box, select the Action Aspects tab.

o File: Include a link to any type of files related to the aspect, such as user's manuals,
technical documentation and pictures. Click the Browse button to locate the file and type
the name for the new aspect.

Action Aspects T Information Aspects

: @) File | H Browse

) Executable

) ProcessView

o 5 &

) Web Link

) OPC Aspect

Aspect Name: |

[ ok || cancel |

Figure 5.14. Attaching Files
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Executable: Include a link to an executable file related to the aspect. Click the Browse
button to locate the file and type the name for the new aspect.

Action Aspects

7 File

& @ Executable ||

b 7) ProcessView
@ © web Link

" () OPC Aspect

Aszpect Name: |

T Information Aspects
” Browse

|

[ Ok ]’ Cancel ]

Figure 5.15. Attaching Executable Files

ProcessView: Include a link to ProcessView files related to the aspect, such as process
mimic screen, alarm screens and trend view screens. Click the Browse button to locate the

file and type the name for the new aspect.

Action Aspects

) File

a () Executable

b @ Process\iew

@ ) web Link

" () OPC Aspect

Aspect Name: |

T Information Aspects
“ Browse

|

[ Ok H Cancel ]

Figure 5.16. Attaching ProcessView Files

Web Link: Include a link to a Web page related to the aspect, such as the device
manufacturer’s pages. Type the URL address and type the name for the new aspect.
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Action Aspects T Information Aspects

L File
@ ) Executable

b [ ) ProcessView

@ @ web Link

= () OPC Aspect

Aspect Name: | |

[ ok || cancel |

Figure 5.17. Linking to a Web Page
e OPC Aspect: Include a representation for an OPC tag. The value will be monitored in the
Process Equipment Database window. This aspect is only available for the Device
special item. See section Configuring OPC Aspects.

Action Aspects T Information Aspects

1 © File
'a () Executable
Y () ProcessView

& 7 web Link

F (@) OPC Aspect || | [ Browse

Aspect Name: | |

[ ok || cancel |

Figure 5.18. OPC Aspects

Information Aspects

At the Customize Aspects dialog box, click New and select the Information Aspects tab.

e Input Text: Include a text field for the equipment. Type the name for the new aspect and

add the information text.
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OPC Aspects

Action Aspects

T Information Aspects

[ab] @ Input text

ER © Multi options

Aspect Name:

[

ok || cancel |

Figure 5.19. Input Text

e Multi Options: Include a multiple options text field to list the information related to the
aspect. Type the name for the new aspect; add each option by typing the option text and

clicking the Add button.

Action Aspects

[@b] 7 Input text

@ Multi Options

T Information Aspects

Add

osee |

| Delete

Selected Option:

Aspect Name:

ok || cancel |

Figure 5.20. Multi Options

To edit an option, select this option and click Edit. Type the new information and press Enter on
your keyboard. The Selected Option field indicates which is the default option that appears

selected when the user clicks on this aspect.

Configuring OPC Aspects

When creating an OPC Aspect on the Customize Aspects dialog box, click New, and then select
Action Aspects tab. Click OPC Aspect option and then click the Browse button to open the OPC

Browser dialog box.
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%‘3 Process Equipment Database - OPC Browser @
OPC Browser HPC
B Giiser
Server List: [ WIN7IBI\SMAR.HSEOLESERVER.0 - [ Connect I
- #HSE_DIAG_SYSTEM302 NOT_VALID
i HSE_SOURCE1L ACTIVE

i HSE_SOURCEZ2 TOTAL

e HSE_CLIENTS

OPC Parameter: [#HSE_DIAG_SYSTEM302.HSE_SOURCEL.ACTIVE

[ oc |[ caneal ][ rele

Figure 5.21. OPC Browser dialog box

Select the OPC server from the list and click Connect to read the list of available parameters from
the selected server.

Click the block icon on the box on the left side of the dialog box and the list of parameters related to
this block will be displayed on the box at the right side of the dialog box.

Select the OPC parameter icon and click Ok to return to the Customize Aspects dialog box.

When you click Ok at the Customize Aspects dialog box, the value of the OPC parameter will be
read from the server and indicated on the Process Equipment Database window.

Connecting and disconnecting OPC Aspects

On the Process Equipment Database window, right-click the Process Equipment Database icon
and select Connect all OPC Aspects. The values of all OPC parameters will be read from the
server and indicated on the Process Equipment Database window.
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% System302 Studio - Process Equipment Database

Process Equipment Database

'{‘H Process Equipment Database
E;’,‘;‘?‘ Config_Anderson
249 DF62_ADN
=g TT302-2
3 2-A1-1 MODE_BLK . TARGET :: 16

""" W TT302-2-A1-1.PV.STATUS : 0
FI302-4

— Action or Information Aspect

™ TT302-2-A1-1 MODE_BLK TARGET i 16

Clase | Help |

Figure 5.22. Monitoring OPC Aspects

To monitor only a specific OPC parameter, right-click the corresponding OPC Aspect icon and click
Connect OPC Aspect.

To stop monitoring the OPC parameters, right-click the Process Equipment Database icon and

click Disconnect all OPC Aspects. To stop monitoring only a specific OPC parameter, right-click its
icon and click Disconnect OPC Aspect.

OPC Aspects details

Right-click an OPC Aspect icon and click Details. The OPC Aspect Details dialog box will open.

g System3nz sk _|o] x|

Process Equipment Database

ﬂ:-n Process Equipment Database
EI;’:{"““ Config_Anderson

E-8% DF62_ADN
'\. TT302-2 OPC Aspect Details
B TT302-2-Al-1. X
B¢ TT302-2-BLK- / Good Quality

W TT302-2-A1-1, € LoCAL
&) F1302-4

...... & LD302-9 L SMaR HSEOLESERVER.O

Figure 5.23. OPC Aspect Details dialog box
The OPC Aspect Details dialog box indicates the quality of the communication, the location

(remote or local) of the project configuration file where the block parameter was created and the
OLE server selected for the communication.

Process Equipment Database Samples

When you run Studio302 for the first time, the Samples Screen opens and you can select a
Process Equipment Database sample to be opened.
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The Studio302 Samples are created by Smar Engineers.

Studio302 Samples

Select the sample on the list below

‘E‘] Configuration Files

E‘ Process Equipment Databa

[J oo not display this window again. Close

Figure 5.24. Studio302 Samples Screen
Click the link Process Equipment Database to select a Process Equipment Database sample.
The Import Process Equipment Database dialog box will open. Browse the directories to locate

the sample file. The default location for samples files is: C:\Program Files\Smar\Studio302\Samples\
EquipDatabase\.

%]
Import H%
Select Path file
| | Browse |
Narne [ Type |
|
Tmport Process Equipment Database [2 [x]

Lok in: IE} EquipDatabase ﬂ Q 5 205

File narme: IAAfSample.lgz

Open |
Cancel

A

Ll L

Files of type: ["taz
[~ Open as read-only

Figure 5.25. Selecting a Process Equipment Database Samples
Select the file icon and click Ok on the Import Process Equipment Database dialog box.

The Import procedure will be executed and the items from the sample file will be imported to the
current Process Equipment Database. Click Ok to conclude.

If there are conflicts between the tags of the nodes and types from the template, and the existent
tags in the current Process Equipment Database, you will have to edit the tags. See section
Importing the Process Equipment Database.
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Section 6

USERS AND GROUPS MANAGEMENT

Studio302 incorporates the Group of Users from the Windows Operating System. Windows’ users
can log to Studio302 using the same login name and password.

The SYSTEM302 default installation does not enable the secure mode for Studio302. To enable the
secure mode and be able to manage users and groups, click Settings > Security, and click Enable

Login.

When Studio302 is initialized, the Login dialog box will open:

’%‘3 Login @

Login: || |

oy '-.i

25

{ LY,

‘—‘% Password: | |

| Login || cancel |

Figure 6.1. User Login

Using the Group Management window in Studio302, the System Administrator can configure the
access rights and permissions for the other users.

To open the Group Management window, go to the Settings menu, select the option Security and
then click Group Management.

e Studio302 :: Site: Smar :: Current Database: System302 : Logged as: Jonathan Silva
File = Settings Tools Window Help

Communicatian... I & 0 m) T ‘—*@;'_! Pl
. = = @
Security 3 Group Management |
Installation Mode
EH = Toolbar
- ﬂ Areas

Figure 6.2. Group Management

The Enable Login option must be enabled first for the Group Management option to become
available as well.

The following window will open:
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B List of Groups and Permissions

List of Groups and Permissions

Group | Permissions
;_‘aSystem302_Engineer --- Full Control ---
.;_"."_‘lnSystem3D2_OpErator System - Start
.;_":_'lnSystemSDE_\.-‘iewer System - Start

2 @ Group ‘Y () Permission

Search | | I Search by Group ‘

[ edit |[ close |[ Help |

Figure 6.3. Groups and Permissions

Editing Group Permission

Select the group icon in the Group Management window and click Edit to configure the access
rights for the users in that group.

The Group Permission dialog box will open:

8 Group permissions @
Group Permissions Qﬁq.
Group

Name: |Sy5tern3l32_0|:rerat0r |

Permissions

List: Allowed:
--- Full Contral ---

Area - ExportStandalone
Area - Remove

Area - Replace
Database

Diagnostics

Equipment Database
Pack&Go - Pack
Pack&Go - Unpack
Stations

System - Manager

System - Start

M W
M W

save || Close || Help

Figure 6.4. Editing Groups Permissions

To allow the group access to a system functionality, select the feature at the List of Permissions

and click the button il The selected feature will be added to the Allowed list.

To deny the group access to a system functionality, select the feature at the Allowed list and click
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the button il The selected feature will be removed from the Allowed list.

Click the button Save to apply the changes to the group and click Close to conclude.

You must configure the DCOM properties every time the List of Permissions is altered. Refer to
the tutorial Configuring the DCOM properties.

Searching Groups

To search the name of a group:

1. Select the option Group at the bottom of the Group Management window.
2. Type the name of the group.
3. Click the button Search by Group.

To search the permission for any system functionality:

1. Select the option Permission at the bottom of the Group Management window.
2. Type the name of the system functionality.

3. Click the button Search by Permission.

The wild char ™' (asterisk) can be used to replace one or several characters. The asterisk may be
placed anywhere in a search string, and the string may include several asterisks. The "?"
(Question mark) can be also used as a wild char.

Multiuser Security

The Multiuser Security dialog box lists the users logged to the Database Manager in a multi-user
scenario, indicating their IP addresses, status and the Studio302 installation mode.

On the right lower corner of the Studio302 window, double-click the Multiuser Security icon 1o
open the dialog box.

’%:A Multiuser Security @
A

1"} i

Security w ]
Status | Station Login 1P | Install mode |
’. Win71Bi smar 10.0.2.15 Client/Server

Figure 6.5. Multiuser Security
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The Multiuser Security icon will blink on the Studio302 window if there is a workstation in
unsecured mode.

The SQL Server 2014 must be installed on each workstation and the workstations must be using
the same SQL data communication port.
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Section 7

MANAGEMENT TOOLS

Defining the Manufacturer ID

The Manufacturer ID is defined when creating a database. A database can only be created in the
Client/Server mode, when the Database Manager is being executed. In the Database dialog box,
select New and then click Browse on the Manufacturer ID box to open the Manufacturer ID dialog
box.

: ‘w Database

Database O

Current Database: System302
 New
{+ Selected |
Database List
& Systermnanz
Manufacturer ID: |Um’39i5ter’8d | s

Figure 7.1. Creating a Database

All Manufacturer IDs registered on the FFB Manager are listed on the All tab. The Recently tab
will list the most recent Manufacturer IDs selected by the user.

Click the icon corresponding to the name of the manufacturer to select it. The profile numbers
related to the selected Manufacturer ID will be used in the new Database. Click Ok to conclude.

ManufacturerID m

all T Recently

Mame | 0

Cebrace g00004

MM S00003

Deten S00008

Duke s00005

Kodak s000o07

Petrobras gooo0z2

Rhodia S00006

Unregistered g0o0001

ManufacturerlD: | |
Live Update

Ol | Cancel | Help |

Figure 7.2. Defining the Manufacturer ID
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Pack & Go

IMPORTANT

To register a non-listed Manufacturer ID, please contact a Smar representative and request

your Manufacturer ID.

Packing Database Files

The Pack procedure in Studio302 includes the project configuration files created in Syscon,
configuration files created in LogicView, initialization files for these tools, Block Support and
Device Support files, Studio302 files related to the current Database, configuration files,
description files and image files of devices used by the Network Configurator tool, initialization files
for the OPC servers, and ProcessView configuration files consolidated by the ProjectWorX tool.

Those files are grouped in a single compacted file. The compacted file has the extension *.tgz, and

it is compatible with Winzip and other applications.

This package can be sent and unpacked into another machine. Follow the procedure below to pack

the Database files:

1. Click the button “~ on the main toolbar. The Pack & Go dialog box will open.

1‘5& Pack & Go

Pack & Go

{Configuration Files, dependency files and entire
Block Support and Device Support).

@ Light {(Configuration Files and dependency files).

-

=

Create H Close Cance

Figure 7.3. Pack & Go

2. Select the type of files that will be packed:

e Full: all configuration files (Studio302, Syscon, LogicView, Network Configurator
and ProcessView) imported to the current database, dependency files and the
folders related to the Block Support and Device Support will be included in the

package.

e Light: all configuration files (Studio302, Syscon,
Configurator and ProcessView) imported to the current database will be included
in the package but only the Block Support and Device Support folders used by the

configuration files will be included in the package.

3. Click Create. A dialog box opens and the user selects the path to the compacted file.

Browse de directories and select the destination folder.

LogicView, Network
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%} Choose the path to pack the files @
(=1 -
] Einaries
[Qinetpub
[ PerfLogs

[ Program Files
[ Program Files (x36)

[:|Users
A wWindows

MName: || |

| ok || cancel |[ Help |

Figure 7.4. Selecting the Destination Folder

4. Type the name for the package and click Ok. The procedure to pack all files selected may
take a few minutes. To cancel this procedure, click Cancel on the Pack & Go dialog box
and the operation will be aborted.

A message box will appear informing the user if the operation was successful.
6. Click Ok to conclude.

Unpacking Database Files

The Unpack procedure will delete the list of areas in the current database and include the areas
listed in the compacted file.

Syscon project configuration files where removed areas were created are not deleted from the
working directory in the local machine, therefore after executing the Unpack procedure you may
include areas from the previous database to the current one, importing the Syscon configuration
files where those deleted areas were configured.

IMPORTANT

To execute the Unpack procedure, the current database name must be the same name used by
the database from where the files were compacted and the same ManufacturerlD must be
selected. If the database or the ManufacturerlD do not exist, it will be necessary to create them
before executing the Unpack. If the database already exists, make sure it is the current database
used by Studio302.

If Studio302 is being executed in Multi-User mode, it will be necessary to remove the files from
the server database before unpacking the configuration files. Refer to the tutorial Pack & Go
procedure in Multi-User Mode in this manual for further details about the procedure.

Follow this procedure to unpack the database files:

1. Click the button 27 on the main toolbar. The Unpack dialog box will open.
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%3 Unpack @

Unpack R

Select a file to unpack

|C:\temp\projectl] 1.tgz | Browse

Select the temporary path to extract the files
|C:\Users\smar\AppData\Lucal\Temp | | Browse |

List all files | unpack || Help |

Figure 7.5. Unpacking Database Files

2. At the Select a file to unpack, click Browse to open the Unpack files dialog box and
locate the compacted file. Click Ok to return to the Unpack dialog box.

3. At the Select the temporary path to extract the files, click Browse to open the Extract
to dialog box and select the directory where the compacted file will be extracted.

The selected folder will only be used as a temporary folder and will be automatically deleted
after the Unpack procedure is complete. The files related to the configuration will be
located in the SYSTEM302 working directory.

Click Ok to return to the Unpack dialog box.

4. Click Unpack on the Unpack dialog box to extract the files. If the option List all files is
selected, a list of all files saved to the destination folder will be displayed at the end of the
Unpack procedure.

5. A message box will appear informing the user that the operation was successful.

6. Click Close to conclude.

Unpack Trace

The Unpack Trace dialog box will open when the Unpack procedure detects inconsistencies in the
compacted configuration files.

The Trace procedure verifies the following items:

e Configuration files: the Trace procedure checks if the Syscon configuration files were
locked, pending or outdated when the Pack procedure was executed.

e Logic files: the Trace procedure checks if the ladder logics were locked, pending or
outdated when the Pack procedure was executed.

e Device Support and Block Support: the Trace procedure checks if there are Device
Support, Block Support and Capabilities files missing.

Right-click the Unpack Trace dialog box and click Save to save the information to a log file in HTML
format.

Pack & Go in Multi-User Mode

In a multi-user scenario, there is one station configured as Client/Server and one or more stations
configured in Client mode.

The Client/Server station has two databases managed by specific applications. The Database
Manager stores the information in the server machine and manages the project configuration files
configured by the users in the local machine or in another Client station, using Syscon or
LogicView, for example. The Database Manager has a list of areas imported in Studio302 and
controls the alterations made to the projects. This means the information stored in the Database
Manager always overwrites the information in the database located in the client machines.
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A Client station has one database installed locally and managed by the Database Client, which
stores the information related to the configuration files in the client machine, and this information is
synchronized with the Database Manager in the Client/Server station. The Database Client from
every Client station reflects the data from the Database Manager and, therefore, the information
from the Database Manager overwrites data in the Client stations when the Update All procedure
is executed.

When a user is editing an area or logic, that is, the configuration file is in Edit Mode, data in the
client machine are not overwritten.

Packing Files
The configuration files should be packed in the Client/Server station.

Before packing the files, make sure the information related to the configurations are updated in the
Database Manager in the Client/Server station. It is also important to assure that areas and logics
are NOT in Edit Mode.

The Commit procedure sends the information related to a project file to the Database Manager
and, at the same time, changes the status to View Mode. This procedure must be executed for
every project file managed by the Database Manager in the Client station where each project
configuration was most recently updated.

To execute the Commit procedure in the Client stations, using Studio302, open the Areas window
and for each area in Edit mode, right-click its icon and select the option Commit. Repeat this
procedure for all logics in the Logics window.

Click the button =1 on the main toolbar to open the Pack & Go dialog box. Select the type of files
to be packed and click Create. Select the folder where the compacted file is saved, type the name
for the file and click Ok. A message box informs the user that the operation is completed. Click Ok
to conclude.

Unpacking Files

It is recommended to unpack files in the Client/Server station, and assure the Database Manager
has no information about old configurations in order to prevent conflicts with new areas and logics.

a
To remove the configurations from the Database Manager, double-click the icon -‘ﬁ'} of the
Database Manager displayed in Windows taskbar (or right-click the icon and select Show).

On the Database Manager window, right-click the name of the configuration at the column Name
and select the option Delete, as indicated in the following example.
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¥ patabase Manager =3

File View Databases Help

g{{% Database Manager

This is the Database management toal which allows you to
administrate the Database server.

ﬂ:/ Areas

|| Fres

Mame State Version Date LUser

2F?3_Profigus  BOFZS ProfibusiDi 0
i i z
teste exEteste fip |unlocked |1

Clear

I ]Current Database: System30z

Figure 7.6. Database Manager window

Repeat this procedure to remove all areas and logics from the Database Manager. This procedure
deletes the configurations from the current database in Studio302. If there are other databases,
even when the system is not being executed in Multi-User mode, areas and logics from those other
databases will be affected.

To delete configurations related to other databases, go to the Databases menu, and click the option
Change Current Database to change the current database in Database Manager. Select the

desired database and click Change. Click the button EI to close the dialog box and return to the
Database Manager window. The current database in indicated in the status bar at the bottom of the
Database Manager window.

After removing the configurations, execute the Unpack procedure. Click the button g on the
main toolbar to open the Unpack dialog box. Select the backup file and click Unpack to unpack the
configuration files.

Click Close in the Unpack dialog box to conclude. Refer to the topic Unpacking Database Files for
further details.

After concluding the Unpack procedure, the Update All procedure is automatically executed to
update the database information in all Client stations. The icon of the areas and logics will indicate
the Local mode.

Execute the Commit procedure for ALL areas and ALL logics. Using Studio302, open the Areas
window and for each area in Edit mode, right-click its icon and select the option Commit. Repeat
this procedure for the logics in the Logics window.

From SYSTEM302 version 7.1.3 on, when the Commit procedure is executed in an area for the
first time, for example, right after the Unpack procedure, FFBs are automatically stored in the
Database Manager, therefore in this scenario the Commit procedure for logics is executed
transparently to the user.

Now, new information is stored in the database from the Client/Server station and managed by the
Database Manager. When a Client station connects to the Database Manager, the information in
that station is synchronized with the server.

7.6



Management Tools

License Monitor

Diagnostics

The License Monitor window shows the number of licensed devices, Process Equipment Database
items and blocks according to the user’s software licenses.

To check your authorized installed products, run the LicenseView application clicking the button

= on the Applications toolbar.

Click the button License Monitor on the LicenseView window and the following window will
appear:

' License Monitor EE@
5
License Monitor R
L]
licensed used available
Asset Management
|un|icensed| | ———| | ———| (devices)
Engineering
e
OPC Servers
| 50| | 0| | 50| (tags)
’ Close ]l Help

Figure 7.7. License Monitor window

e The column Licensed shows the number of points (devices, blocks or items) available for
the registered license key.

e The column Used shows the number of points (devices, blocks or items) being used in the
configuration files or the applications.

e The column Available shows the remaining number of points (devices, blocks or items)
available for the registered license key.

If the number of Available points is higher than the average limit percentage defined by the user,
that number will be displayed in orange. Likewise, if number of Available points is higher than the

low limit percentage defined by the user, that number will be displayed in red. See section Defining
User's Preferences for further information about defining the limit percentages.

Click n on the main toolbar to open the Diagnostics window and monitor devices with
maintenance, diagnostic and tracking events, and the status of block links created using Syscon.

Devices Summary

The Devices Summary dialog box shows the number of devices with maintenance, diagnostic and
tracking events.

Right-click the Devices Summary icon on the Diagnostics window and click the option Start
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Devices Summary to start communicating with AssetView.

“% Devices Summary

Devices Summary

Devices with diagnostic events

% Devices with scheduled maintenances

i €
o

28

B Devices with tracking events
X

Close | Help

Figure 7.8. Devices Summary dialog box

e Devices with Diagnostic Events: indicates the number of devices with diagnostic
event(s). Click this option to open the Diagnostic View page.

e Devices with Scheduled Maintenances: indicates the number of devices with scheduled
maintenance(s). Click this option to open the Maintenances Page.

e Devices with Tracking Events: indicates the number of devices with tracking event(s).
Click this option to open the Tracking View page.

Click each option to open the respective AssetView web page.

Live Links

The Live Links dialog box shows the block links created using Syscon and their state.

ATTENTION

The procedure to connect the links may take a few minutes depending on how many links were
created in the project configuration files. To cancel the procedure that reads the status of the
links, click Abort at the bottom of the Live Links dialog box.

After closing the Live Links dialog box, wait a few seconds until Server Manager updates the
monitoring information about the links. Otherwise, if the Live Links dialog box is quickly
reopened, an error may occur while reading data from the OPC Servers and it will be necessary
to restart Server Manager, close and open the Diagnostic window again.

On the Customize tab, select the links from the configuration projects and Area Links that should
be monitored. See the example below:

% Studio302 - Diagnostics =] 3

Live Links Customize i

Customize /&

¥ Area links: ¥ areas

2 A9 test
i Control Module 1

= il
§.  This operation may impact the supervision due to the burden on GPCs points requests! ‘

Hext | Cancel Help |

Output ®

S =
M Building links structure...
A Building Area Links Tree...

A Buiding Links Tree... =
L v
Cutput

Status

Figure 7.9. Selecting Links
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Click Next to continue.

Live Links

Live Links /&

[ 0] Actives, [ 0] Uncertains, [ 0 ] Dubious, [ 0 ] Brokens, [ 0] Oscillatings, [ 2 1 No Gommunications

Publisher Subscriber

st. | Tag Status GChrl, Mod. Arsa Taa Status Gtrl, Mod, Arsa SC
S, | F1302-A0-1.BKCAL_OUT Cortrol Madule 2 | proj02 Bridge 2-APID-1.BKCAL_IN Control Module 2 | proj02 o
&, | Bridge 2-APID-1,BKCAL_OUT projn2 Bridgs 1-PID-1,BKGAL_IN projoL 0

State Optional

& M adive &l Uncertain & W Dubious o ¥ Broken User Tag
Communicat tion Behavior Areas

& Wl No communication &5 v/ oscillating & Wl Links G Wl area Links

* Pub.Tag (' Pub. Control Mod. () Pub. Area () Subs. Tag [ Subs. Cantrol Mod Subs. Area

search | [[search by Pub. Tag |

Figure 7.10. Live Links dialog box

The SC column (State Change) indicates the number of changes in the parameter status.

You can set the time interval to wait until stabilizing the reading of the status of each link in the
Preferences dialog box. See section Defining User's Preferences.

At the bottom of the Live Links dialog box, use the States filter to select the type of links that are
listed:

e Active: shows only links that are communicating.

¢ Uncertain: shows links that the quality of the value is less than normal, but the value might
be useful.

e Dubious: shows links where the status of the publisher and subscriber parameter is out of
service.

e Broken: shows links that are communicating but the status in the subscriber is different
from the publisher.

Use the Behavior filter and mark the option Oscillating to show links that oscillated their status
(active, broken and dubious) during the monitoring period.

Use the filter No Communication at the Live Links Comm area to show links that are not
communicating.

Right-click the parameter tag and select Details to open Syscon and edit the link on the Strategy
window.

Right-click the parameter tag and select Reset State Change to reset the counter in the SC column
related to the selected parameter. Or click Reset All State Change to reset all counters in the SC
column.

Click Refresh to read the information from the OPC Servers.

IMPORTANT

Do not change the project configuration files in Syscon while the Live List dialog box is reading
the information from the OPC Servers to update the status of the links, otherwise it will be
necessary to reconnect all links again, clicking the button Reconnect.
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At the Search box, search a specific parameter tag from the Publisher node, the Subscriber node or
the control module. Use the wild char ™' (asterisk) to replace characters at the beginning and the
end of the parameter tag. For example, to locate the parameters from a PID block, type *P/D* on the
Search box and click Search.

ADVANCED USERS - FILTERS FOR LINK TYPES

The filters for the link types in the Live Links dialog box were defined based on the value related
to the quality of the communication between blocks. Studio302 shows the status value
represented by a number in decimal format. This value is interpreted in Syscon when opening
the Block Characterization dialog box.

Click the link icon and select Details to open Syscon and check the quality of the communication
specific for the selected block parameter.

The link can be classified as:

»G

Broken Link: the link is classified as broken when:
o The status of the Subscriber parameter is:
. Bad: :NoCommunicationWithLastUsableValue
. Bad: :NoCommunicationWithNoUsableValue

o The status of the Subscriber parameter is Bad: : OutOfService or different
from the status of the Publisher parameter.

o The status of the Subscriber and Publisher parameters is inferior to 27, that
is, the value is between 0 and 27 (refer to the descriptive table below).

/5’« Dubious Link: the link is classified as dubious when:
o The status of the Subscriber and Publisher parameters is
Bad::0utOfService, which means the value is that is between 28 and 31
(refer to the descriptive table below).

“ Uncertain Link: the link is classified as uncertain when:

o The status of the Subscriber and Publisher parameters is Uncertain, which
means the value is that is between 64 and 91 (refer to the descriptive table
below).

@

,;Sij Oscillating Link: the link is classified as oscillating when during monitoring (while the Live
Links dialog box is open), the Quality Change of the link is not zero,
indicating that the status of the link changed.

of
25 No Communication: the link is classified as not communicating when it is not possible to
read the values of the Publisher and/or Subscriber parameters.

ot
& Active Link: to be classified as an active link:

o The status of the Subscriber parameter must be the same status from the
Publisher parameter.

o Both values, from the status of the Subscriber parameter and the Publisher
parameter, must be above 64 (refer to the descriptive table below).

Descriptive Table for the Status value of the Block Parameters

The figure in the example below shows the value of the Status for the parameter IN of the block
APID, of the LD302, interpreted in the Block Characterization dialog box, in Syscon:
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Live Links
[5]Active, [ 1 ]Broken, [ 0] Dubious, [ 0] Oscillating, [ 1 ] Mo Comrnunication
Fublisher Subscriber
st Tag | Status Tag | Status | Ctrl. Modulg
ﬁ DF&Z_AALM.OUT_ALM DF&Z_FFB.IN_D_0_LABEL Control M.,
AS‘ LD302_15-AI-1.00T 131 TP302_8-PID-1.CAS_IN 131 CHM 2
ﬁ TT302-2-AI-1.0UT 131 I LD302-9-APID-1.IN 131 I cMil
.‘»-f FIZNn2-A-am.1 BT AL AT A I M2AN2_ 0 ADTHo1 R AL T A I TR
PO cn Line: LD302-9 - Advanced PID - LD302-9-APID-1 [_ O]
- 1T
= IHUYD HHNl:Hslnnsl IG D IO Eﬁ Jl Hijl"ii Iﬁ; ]@)l
_F‘arameter |Value | Quality | Ch...l Qff... | Han... |:|
°p g
E-0UT g
EI-P_SCALE 10
E1-0UT_SCALE 1
----- COMTROL_OPTS <Monexr GoodMaon Specific:Mat Limited 13 R
<Mone: Good:Man Specific:Mot Limited 14 RwW
Good_NonEascade::NonSpecific:EDnstanGood Mon Specific:Mat Limited 1 Rw
] Good:Man Specific:Mot Limited 2 Rw
18
100 Good Maon Specific:Mat Limited 21 R
a GoodMon Specific:Mat Limited 22 R
a GoodMan Specific:Mat Limited 23 R
+nf GoodMan Specific:Mat Limited 24 R
n Gandban Cracifie bk |imilad =S .t 4|L|
i B
setDefault | | EancelEdit | Edt | Dear | Cose | Help |

Figure 7.11. Example of a parameter status

The values of the status are described below:

Decimal Status of the parameter indicated in Syscon Hexadecimal

Value Value
0 Bad::NonSpecific:NotLimited (0x0)
1 Bad::NonSpecific:LowLimited (0x1)
2 Bad::NonSpecific:HighLimited (0x2)
3 Bad::NonSpecific:Constant (0x3)
4 Bad::ConfigurationError:NotLimited (0x4)
5 Bad::ConfigurationError:LowLimited (0x5)
6 Bad::ConfigurationError:HighLimited (0Ox6)
7 Bad::ConfigurationError:Constant (0x7)
8 Bad::NotConnected:NotLimited (0x8)
9 Bad::NotConnected:LowLimited (0x9)
10 Bad::NotConnected:HighLimited (Oxa)
11 Bad::NotConnected:Constant (Oxb)
12 Bad::DeviceFailure:NotLimited (Oxc)
13 Bad::DeviceFailure:LowLimited (Oxd)
14 Bad::DeviceFailure:HighLimited (Oxe)
15 Bad::DeviceFailure:Constant (Oxf)
16 Bad::SensorFailure:NotLimited (0x10)
17 Bad::SensorFailure:LowLimited (0x11)
18 Bad::SensorFailure:HighLimited (0x12)
19 Bad::SensorFailure:Constant (0x13)
20 Bad::NoComm_WithLastUsableValue:NotLimited (0x14)
21 Bad::NoComm_WithLastUsableValue:LowLimited (0x15)
22 Bad::NoComm_WithLastUsableValue:HighLimited (0x16)
23 Bad::NoComm_WithLastUsableValue:Constant (0x17)
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D\(;(a::real Status of the parameter indicated in Syscon Hex\algleuceimal
24 Bad::NoComm_WithNoUsableValue:NotLimited (0x18)
25 Bad::NoComm_WithNoUsableValue:LowLimited (0x19)
26 Bad::NoComm_WithNoUsableValue:HighLimited (Ox1a)
27 Bad::NoComm_WithNoUsableValue:Constant (Ox1b)
28 Bad::OutOfService:NotLimited (Ox1c)
29 Bad::OutOfService:LowLimited (Ox1d)
30 Bad::OutOfService:HighLimited (Ox1e)
31 Bad::OutOfService:Constant (Ox1f)
64 Uncertain::NonSpecific:NotLimited (0x40)
65 Uncertain::NonSpecific:LowLimited (0x41)
66 Uncertain::NonSpecific:HighLimited (0x42)
67 Uncertain::NonSpecific:Constant (0x43)
68 Uncertain::LastUsableValue:NotLimited (Ox44)
69 Uncertain::LastUsableValue:LowLimited (0x45)
70 Uncertain::LastUsableValue:HighLimited (0x46)
7 Uncertain::LastUsableValue:Constant (0x47)
72 Uncertain::SubstituteValue:NotLimited (0x48)
73 Uncertain::SubstituteValue:LowLimited (0x49)
74 Uncertain::SubstituteValue:HighLimited (Ox4a)
75 Uncertain::SubstituteValue:Constant (Ox4b)
76 Uncertain::InitialValue:NotLimited (Ox4c)
77 Uncertain::InitialValue:LowLimited (0x4d)
78 Uncertain::InitialValue:HighLimited (Ox4e)
79 Uncertain::InitialValue:Constant (Ox4f)
84 Uncertain::EngUnitRangeViolation:NotLimited (0x54)
85 Uncertain::EngUnitRangeViolation:LowLimited (0x55)
87 Uncertain::EngUnitRangeViolation:Constant (0x57)
88 Uncertain::Subnormal:NotLimited (0x58)
89 Uncertain::Subnormal:LowLimited (0x59)
90 Uncertain::Subnormal:HighLimited (Ox5a)
91 Uncertain::Subnormal:Constant (0x5b)
128 Good_NonCascade::NonSpecific:NotLimited (0x80)
129 Good_NonCascade::NonSpecific:LowLimited (0x81)
130 Good_NonCascade::NonSpecific:HighLimited (0x82)
131 Good_NonCascade::NonSpecific:Constant (0x83)
135 Good_NonCascade::ActiveBlockAlarm:Constant (0x87)
192 Good_Cascade::NonSpecific:NotLimited (0xc0)
193 Good_Cascade::NonSpecific:LowLimited (Oxc1)
194 Good_Cascade::NonSpecific:HighLimited (0xc2)
195 Good_Cascade::NonSpecific:Constant (0xc3)
204 Good_Cascade::Notlnvited:NotLimited (Oxcc)
205 Good_Cascade::NotInvited:LowLimited (Oxcd)
206 Good_Cascade::Notinvited:HighLimited (Oxce)
207 Good_Cascade::Notlnvited:Constant (Oxcf)
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Wise Inspector

D\(;(a::[?eal Status of the parameter indicated in Syscon Hex\algleuceimal
208 Good_Cascade::NotSelected:NotLimited (0xd0)
209 Good_Cascade::NotSelected:LowLimited (Oxd1)
210 Good_Cascade::NotSelected:HighLimited (0xd2)
211 Good_Cascade::NotSelected:Constant (0xd3)
212 Good_Cascade::DoNotSelect:NotLimited (Oxd4)
213 Good_Cascade::DoNotSelect:LowLimited (Oxd5)
214 Good_Cascade::DoNotSelect:HighLimited (0xd6)
215 Good_Cascade::DoNotSelect:Constant (0xd7)
216 Good_Cascade::LocalOverride:NotLimited (0xd8)
217 Good_Cascade::LocalOverride:LowLimited (0xd9)
218 Good_Cascade::LocalOverride:HighLimited (Oxda)
219 Good_Cascade::LocalOverride:Constant (Oxdb)
220 Good_Cascade::FailSafeActive:NotLimited (Oxdc)
221 Good_Cascade::FailSafeActive:LowLimited (Oxdd)
222 Good_Cascade::FailSafeActive:HighLimited (Oxde)
223 Good_Cascade::FailSafeActive:Constant (Oxdf)
224 Good_Cascade::InitiateFailSafe:NotLimited (0xe0)
225 Good_Cascade::InitiateFailSafe:LowLimited (Oxe1)
226 Good_Cascade::InitiateFailSafe:HighLimited (Oxe2)
227 Good_Cascade::InitiateFailSafe:Constant (Oxe3)

The Wise Inspector window lists all Inventory Reports saved on the database.
+  Wise Inspector o] @ =]
Wise Inspector ”\
Date User Logged wersion
¥| |Oct 10 2012 3:00PM [without authentication] 7.3.5.6
Oct 16 2012 6:04FPM [without authentication] 7.3.0.6
V| |Oct 17 2012 6:05PM [without authentication] 7.3.5.6

V| Do not compare image and video files

Backup || Import || Export ||Compare || Close || Help

Figure 7.12. Example of a parameter status

The Inventory Report lists all files located in the SYSTEM302 installation folder and indicates the
hardware characteristics for the local machine (where SYSTEM302 was installed). This report has
two sections. The Hardware section shows the configuration of the local machine, including the
machine name, operating system version, hard disk space, network adapters, etc. The Software
section lists all files related to each installed SYSTEM302 application, including the file name,
installation path, date, size and file version.
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To generate an Inventory Report, go to the Tools menu and click Reports > Inventory, or click
the button = to open the Choose Report dialog box and click Inventory.

You can also configure Studio302 to generate the Inventory Report each time Studio302 is
launched. On the File menu, click Preferences. On the Preferences dialog box, click the Reports
tab and mark the option Generate an Inventory Report when Studio302 is launched.

You can select only two reports to compare system configurations.

On the Tools menu, click Wise Inspector to open the Wise Inspector window. Mark the two
reports you want to compare and click Compare. See the example below:

~ . Wise Inspector EI [=] @
= -
Wise Inspector W,
o
Date User Logged Version
¥| |Oct 10 2012 3:00PM [without authentication] 7.3.5.6
Oct 16 2012 6:04PM [without authentication] 7.3.5.6
V| |Oct 17 2012 6:05PM [without authentication] 7.3.5.6

“| Do not compare image and video files

Backup || Import || Export |Compare | Close || Help

Figure 7.13. Comparing Inventory Reports

This procedure may take some minutes. Click Background on the progress dialog box to execute
this procedure in background while you continue using Studio302. Click Abort on the Wise
Inspector window at any time to cancel the comparison.

When the procedure is concluded, the report containing the differences between the selected
Inventory Reports will be displayed. Differences are generated according to three cases:

1. If a file exists on the first Inventory Report and does not exist on the second, the final
report will indicate the file as not found.

2. A new file does not exist on the first Inventory Report.

3. A modified file, that is, the file exists on the first Inventory Report and it was modified.

*: Reports =[5 [wEs]
= | > M 171+ # 1w - 4
Report Information
FileN ame SizeBefore SizeAfter DateBefore DateAfter
System302_Configuration.anl| 1 Kb 1 Kb 16/10/2012 17/10/2012
ExchangeFile.log 1kb 1 Kb 16/02/2012 16/10/2012
MdIErrLg.ffl 0 Kb 0 Kb 16/02/2012 16/10/2012
Syscon.ini 7 Kb 8 Kb 26/07/2012 16/10/2012
StudioServer.udl 0 Kb 0 Kb 16/10/2012 17/10/2012
TraceFile.log 1 Kb 176 Kb 16/10/2012 17/10/2012
Settings.xml 6 Kb 6 Kb 16/10/2012 17/10/2012
SmarStudicDB.xml 0 Kb 1 Kb 16/10/2012 17/10/2012

Figure 7.14. Report Information
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On the Reports window, click — to print the report or click the button |ﬁ‘ to save the report in
PDF format.

Importing an Inventory Report

You can import the information from an Inventory Report previously saved on the workstation, and
then compare this report to other Inventory Reports available.

On the Tools menu, click Wise Inspector to open the Wise Inspector window. Click the button
Import.

On the Open dialog box, locate the folder where the file was saved. Double-click the file icon to
import the report to the Wise Inspector window.

Exporting an Inventory Report
You can export the information from an Inventory Report and save it to a file.

On the Tools menu, click Wise Inspector to open the Wise Inspector window. Select the
Inventory Report available and click Export. You can select one or more reports at the same time,
each report will be export as one file.

On the Browse for Folder dialog box, select the folder where the files will be saved. Click Ok to
export the selected file(s). The file extension will be "*.wif".

Wise Inspector Backup

The Wise Inspector Backup is a new feature in Studio302 version 1.11 on. This feature creates a
backup from a set of SYSTEM302 files by comparing two Inventory Reports.

How to use the Wise Inspector Backup?

From SYSTEM302 version 7.3.5 on, when launching Studio302 for the first time, an Inventory
Report related to the installation is automatically generated, and the information is store on the
Inventory database.

After the SYSTEM302 installation/configuration, it might have been necessary to alter an element
from the original installation, which means a component may have been added or altered due to
improvements or specific customizations made by the Smar Tech Support team.

Once the alteration is validated, another Inventory Report related to the installation should be
generated. This report will also be stored on the Inventory database.

How to generate a backup?

On the Tools menu, click Wise Inspector to open the Wise Inspector window. Click the button
Backup. The tool will automatically select the first and the last Inventory Report from the current
SYSTEM302 version.

You will save the information about the differences and the altered components in a compacted file.
This file can be stored on the current workstation, and could be used for comparison if it is
necessary to reinstall SYSTEM302. These records of the SYSTEM302 validated installation and the
components that were altered follow the same directory structure of the Smar directory.
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On the Save As dialog box, select the folder where the file will be saved and type the name for the
compacted file. Click Save to continue. This procedure may take some minutes. Click Background
on the progress dialog box to execute this procedure in background while you continue using
Studio302.

At the end of the backup procedure, the compacted file is generated in zip format. This file contains:

o the Source directory: files are copied according to the SYSTEM302 directory structure,
making it easy to locate files that were altered.
e the info.txt file: this file contains the information related to the files that were copied.
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TASKS

Area Link Tool
Click the button to select the Area Link Tool application.
@ Arealink Tool M=l E3
File Preferences Help
[ B B T ;| = ]
juf e x| o[afafafafa]nn]s]s
Mixed [0 Separated IOI h
e P DF62_proj_02-APID-1.IN
E|J='J proj_02
4|] DF&2_proj_02-APID-1.IN DFEZ2_proj_02-APID-1.TRE_WAL
L4l DF62_proj_02-APID-1,TRK_YAL proi_02
~Oukput Parameter(s)
[l DF&2_proj_02-APID-1.0UT
Cammunication
Figure 8.1. Area Link Tool Window
AssetView

Click the button ﬁ to select the AssetView Application. The following dialog box will open:

% AssetView [

AssetView /C'

Choose the action

,,f’ AssetView Web Browser

,,f’ AssetView Server

.)f’ AssetView Hart and Profibus Features

Close ] [ Help

Figure 8.2. Initializing AssetView

Click the option AssetView Web Browser to launch the Internet Explorer browser and navigate
through the AssetView pages related to the configurations imported to the current database.

Click the option AssetView Server to run the application and manage the device information on the
AssetView database. Refer to the AssetView User’s Manual for further details.

Click the option AssetView HART and Profibus Features to run the FDT HART Configurator tool
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DFI Diver

FBTools

and manage the topology and DTMs from HART and Profibus devices.

=]
Click the button 1= to launch the DFI Diver application and select a DF51 card to debug.

CfiDiver - Debug Information @
Settings |
DF51: DFI Diver:

Card: B
Task updating (in miliseconds):

Please, select a card and press Apply. Performance: ,5:::7
Messages: ,‘32227
Watch: T —
RAM: ,:7

Close About

Figure 8.3. Initializing DFI Diver

Select the DF51 card and click Apply to apply the debug the card.

[ =]
Click the button #% to launch the FBTools Wizard. This is an application which allows the firmware
upgrade of any Smar field device - FOUNDATION™ fieldbus and PROFIBUS PA, PCI302 cards,
DFI1302 controllers and communication gateways such as the FB700, MB700, and HI302. This tool

also allows configuring TCP/IP properties of those modules network interfaces. Refer to the
FBTools Help for further details.
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82 FETools Wizard

FBTools Wizard
Controllers | Field Devices

===

Bl

=l Controllers
£l DFI302
-l DFS1

Batch Download |
DF62 Controller List

-l DF62

Select Group 1P Serial  Version Date/Time

-l DF63
-l DF6S
-l DF73
-l DF75
-l DF79
--ill DF81
-l DF3g
-l DF95
-l DF97
-l DF100
-l FB700
-l FC302
-l HFC302
-l MB700

m O

Network Interface Card (NIC)

Group A Group B Check All Uncheck All

Firmware

-l TM302 [

z) o) o]

[(select..)

-l HI302

Commands

[(select...)

FBView

Figure 8.4. Initializing FBTools

Click the button @ to launch the FBView application and analyze the network communication.
Refer to the FBView User’s Manual for further information.

File Edit View Preferences Window Help

=

0O =

CIREECR-AENE B

vceC BEES e | U@ | o A b
= o =] |

ONLINE

Packets lost. ..
Hunber of files

Dunp file =ize.

Packets captured.....

: 24 bytes

Service

[ Nom|

FDT HART Configurator

Click the button % to launch the

Figure 8.5. Initializing FBView

FDT HART Configurator.

This FDT tool manages specific functions for each instrument, providing online asset management.

Refer to the FDT HART Configurator manual for further details.
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LicenseView

LogicView

Profibus View

=3
Click the button to run the LicenseView application and authorize the installed products.

=% |icenseView @

Hardkey

1 Hardkey(z] connected Details |

Softkey | | Licenze Monitar E it |

Figure 8.6. Initializing LicenseView

Refer to the SYSTEM302 HANDBOOK for further information about licenses.

Click the button to open the dialog box to select the Action Mode for the LogicView
application:

r%} LogicView @1
A s
LogicView 1F HF
L )

Choose the action

4l Mew FFB Logic Template

DF65 Logic

Close ” Help

Figure 8.7. Initializing LogicView
e New FFB Logic Template: opens LogicView for FFB to configure and edit the FFB
templates.

e DF®65 Logic: opens LogicView to configure the logic for the coprocessor DF65.

Refer to the LogicView User’s Manual for further information.

S

Click the button % to open the ProfibusView dialog box and configure a Profibus device. Refer to
section Detecting a Profibus Device on the Studio302 User’s Manual for further details.
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" ProfibusView 555
) ) S>>
ProfibusView &
il
Manufacturer: ISmar v]
Field Device Type: l|_|:)303 vl

Master IP Address: | 192.168.168.177
Slave Address:

’ Ok ][ Cancel ” Help

Figure 8.8. Opening the Profibus View dialog box

ProcessView
Click the button E to open the ProjectWorX application and organize the ProcessView
configuration and supervision files.

Refer to the ProcessView User’s Manuals for further information.

System302 ServerManager

Click the button = to open the System302 ServerManager window. When an OPC server is
executing, the icon of the System302 ServerManager will change to green (@) at the Windows

taskbar. If the server is stopped, the icon of the System302 ServerManager will change to red (@)
at the Windows taskbar.

':'-:i-.- System302 ServerManager il

System302 ServerManager \%

r Change settings to:

\___% MNetwork

\___% Logs
\;_Qs Startup
< opc

[T Show minimized

Ok I Cancel Help

Figure 8.9. Initializing the System302 Server Manager

Refer to the Appendix A System 302 ServerManager for further details about this application.
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When closing the System302 ServerManager application, wait a few seconds before initializing
it again. This way, the list of processes executed by the operational system will be updated and
the System302 ServerManager application will be removed from this list.

If the user tries to execute the System302 ServerManager right after closing the application, the
System302 ServerManager icon will not appear on the Windows taskbar because the process
will be still active on the list of processes.

SimulationView
Click the button "*.' to open the SimulationView that is a control strategy simulator developed
specifically to simulate control strategies with Foundation™ Fieldbus function blocks and ladder
logic IEC 61131-3 standard.
Refer to the SimulationView Manual for further information.
Hsimulatiun\l’iew - Strategy Simulator | _ O] |
File Simulation  Help
>
m
5
Network Adapter
I[UDUUUDUQ] Microsoft Loopback Adapter j b ] ”
—Simulated nodes
—MNodes
Process 1D | Virkual IP | Device ID | Device Tag | Serial Number | Device bype | Skatus |
E 331z 192,1668.2,154 0003020020 SMAR-DF63:100 Bridge 1 100 % DFe3 & online
i~ Item Configuration
Item IP Parameters
Device TAG
Device ID
Avaliable IP:
Figure 8.10. Initializing the SimulationView
Syscon

Click the button to launch the Syscon application and edit a project configuration. Refer to the
Syscon User’s Manual for further details.
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File Edit Search Export Window Help

e8] Seleds] Sl=lfE =l 2 Hl2| 2

Application
55 Process Cell 1
-fli Fieldbus Networks
- & HSE Network
-G DF62_01
Recycle Bin

Figure 8.11. Initializing Syscon

TagList

Click the button ! to launch the TagList application and configure the database for the DF65
OPC Server.

Taglist v for the DFé5 OPC 20 Server 855 =]

File Edit OPC Help

O U wF@e |

smar  lag List Generaior V8  systsm

FIRST IN FIELOBUS ng Generator, List Registration and Brovser for the DFES w@

PC 2.0 Server w8.55 with scaling corversion and MCT  sarmriee suromation

Smar Laboratories Corp.

Figure 8.12. Initializing TagList

TagView

smar
Click the button ¥ to launch the TagView application and monitors the Function Blocks and their
parameters.
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B untitled - Tag¥iew 3.2
Project Wiew ‘findow About...

ol=lal & W

=1 E3

|»

Moritoring Rurtime: Tag Lizt Browser

— Selected Group

Items
|D

OFC Server:

|
Server Mode: L
|

Group Handle:
p

Updating R ate:
0 |

=]
[ o [

For Help, press F1

Figure 8.13. Initializing TagView
System302 Documentation

Click the button @ to open the SYSTEM302 Documentation Browser.

s O pod

SIMAFr | SYSTEM302 Documentation

English

Portugués

SMAR Worldwide

E BRC BEEEE Modbus pum™ a0\ ‘@_ b‘- HART .. WirclessHART
-1 1 —

Figure 8.14. SYSTEM302 Main Documentation Browser

To open the files of the user's manuals, it is necessary to install Adobe Acrobat Reader version

8.0 or higher. The installation file is available on the SYSTEM302 Installation media, on the
Tools folder.

8.8



Section 9

TUTORIAL: DEVICE MAINTENANCE
Replacing the Device in the Plant

This section describes the steps of the device maintenance in the plant.

When the fieldbus device is replaced in the plant, first it must be decommissioned using the
configuration tool, and then the device can be removed from the plant and a new device is
connected. To conclude this procedure, the new device must be commissioned by the configuration
tool.

The Studio302 wizard guides the user during the maintenance procedure, interacting with the
configuration tool and assisting the user.

Step 1: Decommissioning the device

In the Studio302 window, open the device list expanding the icon Network Devices and clicking
Field Devices in the topology tree.

The list of the devices will open. Right-click the icon of the device that will be replaced and click
Decommission.

Wait a few seconds while Syscon is decommissioning the device. When this procedure is complete,
the device status will be updated in the Devices dialog box.

After decommissioning the device, replace the physical instrument with the new equipment in the
plant.

Step 2: Detecting the new device

IMPORTANT

Remember that the device detection service must be started for the new device installed in the
plant to be detected.

If the Detect Device icon is not activated in the Windows taskbar, go to the Settings menu in the
Studio302 window, click Communication to open the Communication Settings dialog box,
select the Services tab and click Start to activate the device detection service.

It is also possible to initialize the device detection service clicking the Online/Offline
Communication button on the main toolbar.

When a new device is connected to the plant communication channel, the Studio302 icon blinks in
the Windows taskbar.

Open the Studio302 window and the New Device Detected message box will open.

Click Yes to commission the new device. The commissioning process will enable the device
communication with the plant control.

Step 3: Commissioning the Device

Syscon will be automatically executed, and the Commission dialog box will open.

Click the button J to open the list of device IDs available.

Select the icon corresponding to the new device and click Ok to close this dialog box and return to
the Commission dialog box. Click Ok again and wait until the device is commissioned.
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The message box will open informing the user the commissioning procedure was completed.

Step 4: Download

After commissioning the new device, a message box will open informing the user that it will be
necessary to send the information about the device configuration to the physical instrument in the
plant. Click Yes to download the configuration and conclude the device maintenance.

If any attribute of the new device installed in the plant differs from the configuration of the virtual
device in the project file, the message below will open after the device is commissioned, alerting the
user that it will be necessary to execute the Exchange Device procedure to check the
inconsistencies, incompatibilities and the instability of the device.

Commission Device Xl

Differences between the wirtual and the physical device were detected!
The Exchange Device operation will be necessary ko commission the device.
Are you sure wou wank to conkinue ¥

Figure 9.1. Editing Groups Permissions

Click Yes to analyze the differences of the devices and select the blocks and parameters compatible
to the new device.

Refer to the Syscon User's Manual for further details about the Exchange Device procedure.

After confirming the alterations on the device configuration, download the configuration to conclude
the device maintenance.
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Appendix A

User Interface

SYSTEM302 SERVERMANAGER

The System302 ServerManager configures the parameters for the plant network communication.
Parameters can be configured before starting the online communication, and some parameters can
be modified while the system is already operating.

The System302 ServerManager is executed from the Studio302 toolbar. Note that an option can
be configured in order to also execute System302 ServerManager automatically every time an
OPC server is accessed.

':'-*ii: Studio302 :: Site: Smar = Current Database: System302
File Settings Tools Window Help

Yoz, ¢ve | M@O | sERB2E{iEte. 2He

|System302 ServerManager - OPC Server management |

Smar [#]

Figure A.1. System302 ServerManager on the Studio302 Toolbar

IMPORTANT

Parameters available in System302 ServerManager are read from the files SmarOleServer.ini,
IDShell HSE.ini and SnmpOpcServer.ini.

Any alterations made directly on these files, for other parameters non-accessible through
System302 ServerManager, without previous knowledge or technical orientation, may cause
system malfunctioning.

The sections below describe the System302 ServerManager interface and its main characteristics.

Click the button System302 ServerManager on the Studio302 toolbar and the following dialog box
will open:

':'-:i-; System302 ServerManager 5'

System302 ServerManager .; 1|

Change settings to!

\:é Network
-y Loas

\:H Startup
\:H oPC

I~ Show minimized

Ol I Cancel | Help |

Figure A.2. Starting the System302 ServerManager

Select one of the options according to the configuration settings to be edited:

o Network: configure the network interface cards used by the System302 ServerManager,
and also redundancy, advanced parameters for HSE network, specific parameters for
SNTP and parameters for the case of a system composed by RTUs.

e Logs: configure the options to enable or disable the event logs.

e Startup: configure the System302 ServerManager to activate the OPC servers
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automatically when the operational system starts, and also read the tag list to create a
cache for the DA server (DFI or HSE).

e OPC: configure specific parameters for the Alarms and Events, SNMP and HDA servers.
Access to wrapper of OPC UA standard.

While being executed, System302 ServerManager alerts the user about events related to system
components through its icon on Windows taskbar. There are four possible events indicated by the
System302 ServerManager icon:

Error in the COM/DCOM configuration;

Event generated by an application, creating a *.sml/ log file;

Database from A&E OPC Server must be updated;

A new dump file (from a fatal exception of one of the components related to the OPC
Servers) was generated by the system (see section Displaying Log Files for details).

See the example in the figure below:

-]
I =3 :
|&E OPC Server database needs ko be generated ||

J 1._';f imagem - Pairk ||<< ,:b Eﬁ)@ 16:36

Figure A.3. Events in System302 ServerManager

When an OPC server is active, System302 ServerManager icon changes to green (@) on the
Windows taskbar. On the other hand, if the server is stopped, System302 ServerManager icon

changes to red (@) on the Windows taskbar.

The figure below shows the System302 ServerManager interface:

System302 ServerManager - O b4
Application  About
System302 ServerManager
E| Settings General | HSE Hedundanc_u] Advanced] HSE Maintenance] SHNTP I RTUz ]
! Metwork
Startup If mare than one MIC [Metwork Interface Card] are installed in the
e local machine it it necessany to infarm the OPC Server to use one
[MIC) or bwo [MIC and MICZ] adapters.
- Legs
Parameters
Mumber of NICs 1
MIC: MNone -
MICZ: Mong
Metwark Startup : 05

}3) Apply Al

SE Server - OFFLINE
Source 1 Source 2

Servers running

MOT WALID:

ACTIVE:

TOTAL:

HSE Server - OFFLINE
Source 1 Source 2

MNOT WALID:

ACTIVE:

TOTAL:

Figure A.4. System302 ServerManager Window
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The panel on the left shows the configuration options and the reports generated during the
communication server operation.

The panel on the right shows the configuration parameters according to the option selected from the
menu on the left. Place the mouse cursor over a parameter to active the tool tip and display a brief
description about the parameter.

The panel on the bottom of the System302 ServerManager window shows information related to
databases from DFI and HSE OPC Servers, indicating which servers are valid and non-valid, and
the total number of servers. This panel also indicates which servers are being executed.

SE Server - OFFLINE Servers running
= R & Shar
MOT WaLim: LE|R 66} (A}
ACTIVE: Annen Gannn HSE OLE Server DD Server HD& OPC Server
TOTAL: LA 106} (EJELE e}

HSE Server- OMLINE
Source 1 Source 2

NOT waLID: 0 0
ACTIVE: 0 0
TOTAL: i] il

Figure A.5. Information related to the OPC Servers

After editing the configuration parameters, click Apply All to confirm the alterations and close the
System302 ServerManager. Depending on which parameters were edit, it may be necessary to
restart System302 ServerManager to apply the changes.

To shut down System302 ServerManager, go to the Application menu and click Exit, or right-click

the System302 ServerManager icon on the taskbar and select Exit. The close button ﬂ on the
upper right side of the System302 ServerManager window simply minimizes the application.

Check Server role
Maximize
Minirmize
About Systemn302 ServerManager...
Exit
Figure A.6. Shutting down System302 ServerManager

System302 ServerManager shuts down only if there is no OPC Server being executed. Close all
OPC clients and if there are OPC servers being executed, then System302 ServerManager itself is
being considered an OPC client. To disconnect System302 ServerManager as an OPC client, go
to the Application menu and click Disconnect OPC Servers.

You can also use the buttons on the OPC toolbar to disconnect an OPC server. When the button
related to a server is selected on the OPC toolbar, it indicates the server is connected to
System302 ServerManager. Refer to section Configuring Startup for further details.
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System302 ServerManager
Application  About

DFl | WIE
System302 ServerManager
= Settings

Figure A.7. OPC Toolbar

IMPORTANT

When closing System302 ServerManager, wait a few seconds before initializing it again. This
way, the list of processes executed by the operational system will be updated and the
System302 ServerManager application will be removed from this list.

If the user tries to execute System302 ServerManager right after closing the application, the
System302 ServerManager icon will not appear on the Windows taskbar because the process
will be still active on the list of processes.

Another System302 ServerManager functionality is to verify the current role of the Host. The
IDShell HSE can execute two roles in a fieldbus network: it may be a Configurator or being
executed on Supervision Only mode. To check the current role of a HSE OPC Server while it is
being executed, go to the Application menu, and click Check Server role, or right-click the
System302 ServerManager icon on the taskbar, and click Check Server role.

Check Server role

Minimize

Abouk Syskem302 ServerManager., .,
Exit

ﬂ

Figure A.8. Checking the IDShell HSE role

Configuring the Communication Network

On the System302 ServerManager window, select the option Settings > Network to configure the
interface cards used by the System302 ServerManager.

System302 ServerManager
Application  About

ortfee o

Syskem3lz ServerManager
—|- Settings {

Figure A.9. Configuring the Communication Network

e At the General tab, configure the number of NICs (Network Interface Cards) and the IP
addresses.

e At the HSE Redundancy tab, configure the network and HSE device redundancy.
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At the Advanced tab, configure the synchronization and the schedule for the supervisory.

The HSE Maintenance tab is only available for users with Administrator rights and allows
the administrator to delete the files related to the HSE persistency.

At the SNTP tab, configure the Application Clock Time. Used for configuring the
parameters related to time synchronism.

The RTU tab must be configured only if the application uses remote access. In this tab,
mark the option to enable the RTU mode and configure the necessary parameters for
proper operation.

Configuring the number of Network Interfaces (NIC)

Click the option Network to open System302 ServerManager at the Network > General tab.

General I HSE Hedundancyi .-’-‘u:lvancedl HSE !-.-'.ail':ls-.r-.ai*-c:-.'-l SHTP | HTUSI

[f more than one NIC [Metwork Interface Card) are installed in the
lozal machine it iz necessany o inform the OPC Server to uze one
[MIC] ar bwa [MIC and MIC2] adapters.

- Parameters
Mumber of MICs : I :
NIC: [1921888422 7]

MICZ: I Hone :_l
Metwark Startup | 13 5

Apply |

Figure A.10. System302 ServerManager: General Tab

Type the number of NICs used by the System302 ServerManager in the HSE network.
The number of NICs depends on the system redundancy, that is:

o If the system is not redundant, only one NIC will be used to manage the
communication, therefore type 1 in the Number of NICs textbox.

o If the system is redundant, two NICs will be necessary to manage the
communication, therefore type 2 in the Number of NICs textbox.

Select the IP address of the NICs used by the System302 ServerManager. System302
ServerManager automatically lists the addresses of the adapters available in the local
machine.

Configuring the HSE Redundancy

If the system is redundant, select the HSE Redundancy tab and configure the following parameters:
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General | I.&dvanced H5E .‘-:‘.aantenanca' SNTF'l FITLISI

Set these fields to configure HSE Device and/or LAN
Redundancy.
Device index should be unique in the subnet

Parameters
Device Redundancy:  JOFF =

LA Redundancy : OFF

I-

Device Index:

~pply |

Figure A.11. System302 ServerManager: HSE Redundancy Tab
Select ON for the parameters Device Redundancy and LAN Redundancy.

At the Device Index text box, type a value between 1 and 9 for each machine, and every
machine must have a unique number. In the HSE network, the Device Index represents the
network address for each equipment, therefore if the values are not unique for each
machine, the network redundancy will not work correctly.

Configuring Synchronization and Supervision

At the Advanced tab:

Generali HSE Fedundancy |

1 HzE Mainlenamel SNTF'I HTUSI

—H1 Sk Timer — Meszage Concatenation
l_ : o ID
H1 Dy, T1: 18000 e T 18000 ia Tranzmit Delay Time; ms
H1 Deee. T2: 30000 mz  Linking Dewv. T2 ISDDDE| mz —H1 Sync And Scheduling

H1 Dew. T3: 45000 ms  Linking Dev. T3: 45000 ms Dlack Sync Intsrval |2U e

[ Primary Publisher: I‘I £
Update Time: |2DDE| ms  Analog Yiews: (]
T IDN vi — Server role
Mo DataChange Timeout: Idl:|DD ms & Configuwatar © Supervision Only

Lpnly |

Figure A.12. System302 ServerManager: Advanced Tab

Supervision:

The Update Time parameter indicates the desired time interval to update the supervisory
system. This interval should not be smaller than the macrocycle.

The MVC Enable parameter enables the supervision optimization using the MVC
resources available.

The No DataChange Timeout parameter indicates the time interval to update the
parameters that have not changed their values.

The Analog Views parameter allows the user to create views for the 1131 supervision of
analog variables.
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Server role:

e Mark the option Configurator only for the machine where the plant configuration files are
created. For the other machines where SYSTEM302 is also installed, mark the option
Supervision Only to indicate that they are acting in supervision mode only.

Configuring Message Concatenation

Starting with SYSTEM302 version 7.0.6, firmwares of all HSE controllers in DFI302 implements the
Message Concatenation method. This feature allows you to configure a control strategy with a
higher number of external control links between controllers, because it reduces processing load in
the controllers.

At the Advanced tab:

Generali HSE Redundancy  Advanced | H5SE Ma:ntenancel SNTP | RTUs I

—H1 5K Timer - Meszsage Concatenation
) - |q
H1 Dev. T1: |'I 5000 i e I'IEDDD i Tranzmit Delay Time: ms
H1 Dew. T2: Snen mi  Linking Dew. T2: |SIJEIIJEI i ~H1 Sync &nd Scheduling

H1 Dew. T3: |4EDIJEI mg  Linking Dew. T3 IdEDDD ms Clock Sync Interval |2EI 5

[ hEEean Primary Publizher: |-I B
Update Time: |2DDD ms  Analog Yiews: IDFF 'l
M Enable |DN vI —Server role

N DrasChan ceTimarlt |4DDEI s ¢ Configurator  Supervision Only

Apply |

i‘ Ll Apply &l |

Figure A.13. Configuring message concatenation
Message Concatenation:
e The Transmit Delay Time parameter indicates the time interval that controls the

concatenation of link publishing messages by the HSE controllers. This interval must be
equal to half of the macrocycle, in milliseconds.

IMPORTANT

After configuring the Transmit Delay Time, restart the HSE OLEServer and download the
plant configuration or the HSE fieldbus channel using Syscon to enable the message
concatenation method in all HSE controllers.

Deleting HSE persistency files

The HSE Maintenance tab is only available if the user is the System Administrator or a member of
the Administrators Group. Only the user with Administrator rights can delete the files related to the
IDShell HSE persistency.

Before deleting the persistency files, make sure the HSE OLE Server is not active and stop the
network communication with all OPC clients, such as Studio302 and Syscon. On the System302
ServerManager window, go the Application menu and click Disconnect OPC Servers. A
message box will appear to confirm the operation. Click Yes to conclude.
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IMPORTANT

The procedure to delete the files related to the HSE persistency can hazard the system
operation.

Since this procedure is not often executed and it is considered an immediate solution, the HSE

Maintenance tab will only be available during a 5-minute interval when the System302
ServerManager is executed for the first time.

At the HSE Maintenance tab, click the button Delete to remove the files related to the HSE
persistency.

Eenerall HSE Hedundanc_l,ll Advanced  HSE Maintenance | SHTF I RTLz |

—HSE Persistency

Uze thiz option to delete the files related to HSE persistency.
kake zure that the HSE OLEServer iz not running.

Thiz feature will remove the following files:
|DShel HSE bin

|DShell HSE P2 bin
|DShelHSE_P1_CRC32.sfr
|DShelHSE_FP2 CRC32 sk

| » | fpply &

Figure A.14. System302 ServerManager: HSE Maintenance Tab

A message box will appear informing the user about the hazards when executing this procedure.
Click Yes to conclude.

System 302 ServerManager

W ARMING: Deleting the HSE persistency files can cause undesired
! results including loss of data and swstem instability.

fre wou sure you want to delete the H3E persistency ?

Sirn Mao

Figure A.15. Confirming the operation

Configuring the SNTP

Click the SNTP tab to configure parameters to synchronize computer clocks on the network.
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General | HSE Redundancy | Adwvanced | HSE Mantenance | F|TL|$I
— Sync And Scheduling
o . o0 .0 .0 =
Fiimary SHTP: I Standard Time Diff: | 00 i Hs

o. o .0 .0 |
Secunday SNTP: | Daylght TmeDi: 1990 = e
Request Timeout: i'IIZIDDD s Start D aylight: I 14141372 j

Request Interval: leDDD s End Daylight: | 1411572 j

Soply I

Figure A.16. System302 ServerManager: SNTP Tab
Sync And Scheduling:

e Set the IP addresses of the SNTP Servers. If there is only one SNTP Server, type the
Primary SNTP Server address and leave the Secondary address blank. If the machine
where the SNTP Server is running has more than one NIC, you may choose an alternative
IP as the Secondary address as long as both IPs are reachable on the network. Contact
the information technology administrator and request the SNTP time server addresses
available for the system.

e The parameters Request Timeout and Request Interval should not be altered. Request
Timeout is the time (in milliseconds) that the SNTP Time Client waits for the Time Server
to answer a time request in the HSE Network (the default value is 10,000 ms). Request
Interval is the time (in milliseconds) that the SNTP Time Client waits to send requests to
the Time Server in the HSE Network (the default value is 25,000 ms).

e Standard Time Difference: This variable contains the value to add to the current time to
obtain Standard time-stamp. The default value is 0.

o Daylight Time Difference: This variable contains the value to add to the current time to
obtain Daylight time-stamp. The default value is 0.

e Start Daylight: This variable indicates the beginning of Daylight Saving Time.
o End Daylight: This variable indicates the last day of Daylight Saving Time.
Note that the fields on the SNTP tab will be disabled if the system is configured as Supervision

Only. To check the supervision mode, click the Advanced tab and the option Supervision Only
must be selected on the Server Role area.

Sync And Scheduling

To change thoze fields the Servers role must be in Configurator. [Sdvanced tab)

o . o0 . o0 .0 =
Primary SHTF: Standard Time Diff.: - —| Hs
Mn 0 n n T

Figure A.17. Configuring SNTP

Configuring the RTUs option

Click the RTUs tab to configure the parameters related to RTUs (Remote Terminal Unit) system.
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Genetal] H5E Redundancy | Advanced SNTFP  RTUs

[+ Enablz RTU Mode

HSE Persistency Workstation Fole
" Read only [locked) {s Engineering/M aintenance [eth2)
(* ‘wiiteable [unlocked) " Dperation [eth1]

Metwork, Settings

RTU Ethernet 1 | 0 g 0
RTU Ethernet 2: | 0 g 0
Rauter IF: | 0 g 0

T

Figure A.18. System302 ServerManager: RTUs tab

Enable RTU Mode:

Use this checkbox to enable or disable RTU mode. For RTU mode, it is necessary to have a NAT-
compatible router between the workstation and the RTU. It is assumed that the RTU is connected
behind this router using its first Ethernet interface (eth1). The second ethernet interface (eth2) will
only be used for engineering / maintenance through an Ethernet cable between a workstation and
the RTU. After connecting this Ethernet cable, all HSE communications through eth1 will be
interrupted. When the crossover cable is disconnected, HSE communications via eth1 are enabled
again.

HSE Persistency:
e Read Only (Locked) —It does not allow any additional recording to the HSE device
database.
e Writable (unlocked) - - Allows recordings in the HSE device database.

Workstation Role:

o Engineering/Maintenance (eth2) - In this function, the second ethernet interface (eth2) is
used for engineering / maintenance through an ethernet cable between a workstation and
the RTU.

e Operation (eth1) - In this function, the first ethernet interface (eth1) is used for the
operation. A NAT-compatible router is required between the workstation and the RTU.

Network Settings:
e RTU Ethernet 1 - IP address used on the RTU for its first Ethernet port.
e RTU Ethernet 2 - IP address used on the RTU for its second Ethernet port.
e Router IP - IP address used on a NAT-compatible router for its Ethernet WAN port.

IMPORTANT

There is a parameter directly related to OPC operations by LogicView that is changed from the
options defined in this RTUs tab.

OPC Timeout - is changed by default from the choices made on this tab, namely:

1500 milliseconds if RTU mode is disabled or in Engineering / Maintenance mode, or from the
value determined in LogicView (see the LogicView Manual to learn more) or 15000 milliseconds
for operation mode.

Configuring Startup

Click the option Startup to configure System302 ServerManager to activate OPC servers based on
a list of tags. Servers can be automatically executed when the operation system starts.
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System302 ServerManager
Application  About

Derfuse] o

Systern302 ServerManager

=- Settings Configure System302 ServerManager to launch the OPC Servers at start up, baged or not in a list
R with tag list. Y'ou can zet the application to be launched at start up machine too.

. Metwork
Starlup ’ Load Server Create Group and Items from file
L P
& Logs [~ DFI OPC Server ~ |NoFile selected
W HSE OPC Server —  |MoFile selected
[ OPC Serer |_ |No File selected

[ Caoncentrator FroglD: |

[ Ask for confirmation on exit
[ Start System302 Servertd anager when ‘Windows starts up
[ Start System302 Servertd anager when OPC Server starts up

Figure A.19. System302 ServerManager: Startup Tab

In the Load Server area, select the standard OPC server to be activated (DFI and/or HSE). When
selecting the DFI and HSE servers, click the Browse button to select the .Ist file that contains the
list of tags from the plant process control.

To select another OPC server, mark the option OPC Server, click the Browse button to select the
st file and type the ProgID (OPC server identification) of the server that will be activated by
System302 ServerManager.

The Concentrator option will be detailed in the next item. Check this option to launch the
Concentrator as soon as the System302 ServerManager is run.

The following options are available on the Startup tab:

e Check the item Ask for confirmation on exit to force the user to confirm the operation
when shutting down System302 ServerManager.

e Check the item Start System302 ServerManager when Windows starts up to start
System302 ServerManager with the operational system.

e Check the item Start System302 ServerManager when OPC Server starts up to start
System302 ServerManager every time an OPC server is initialized.

The OPC toolbar located below the main menu indicates which OPC servers are currently
connected to System302 ServerManager when the button related to the server is selected. To
disconnect an OPC server, click the corresponding button.

System302 ServerManager
Application  About

DFl | WIE
System302 ServerManager
- Settings

Figure A.20. OPC Toolbar

Generating the Ist file

The Ist file is generated according to the supervisory system configuration related to the plant
process control. Follow the procedure below to enable the Ist file and create the list of tags for
supervision:

A1
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1. Close all SYSTEM302 applications, including the supervisory tools and the System302
ServerManager.

2. Locate the file SmarOleServer.ini on the OleServers directory. The default path of the
SYSTEM302 installation folder is “C: \Program Files\Smar\OleServers’.

3. Edit the SmarOleServer.ini file using the Windows Notepad or other text editor. See the
example below:

!s SmardleServer.ini - Notepad =]
File Edit Format Wiew Help

,=1 Default array and can deal with BETE when requested =
=2 Default BESTE. (wsible sting Foundation)

SWEILEGEN=0
, SMEFILEGEN enablefdisable the feature of to generate st file
;=0 {default) default Turn Of
=1 Turn Cn the feature. All the tems you added will be copied to a file
; { SWFileGen DDIIY T HETDML 1oty
The value will automatically return to O (humn off) if vou release the
Server, of vou can change it by hand.

TOPOLOGY CACHE=OIN
, TOPOLOGY CACHE defines ifthe server will upload the netwotk topology. The =

Figure A.21. SmarOleServer.ini file
4. Locate the section SMFILEGEN and type the value 1 to generate the Ist file. Save the
alterations and close the text editor.
5. Run System302 ServerManager.

6. Using the supervisory tool, open the screens which contain the points that will be read
when the operational system is started. This step will update the list of tags in the Ist file.

7. At this point, there are two options to conclude the process:

a. Close all SYSTEM302 applications, including supervisory tools and System302
ServerManager. In this case, System302 ServerManager will be automatically
configured with the Ist file generated and for being executed when the operational
system restarts, initializing the OPC server.

OR

b. Edit the file SmarOleServer.ini and change the SMFILEGEN key value to 0
(zero). Close the editor saving the file, which will be created with all added items.

Now the Ist file is created. The steps below are optional and specifically to test the Ist file and create
the cache list for the OPC server.

8. Run System302 ServerManager again.

If you execute step 7.a, System302 ServerManager is already configured with a file with
the name format SMFileGen_DDMMMYY_HHMM.Ist. otherwise, if you executed step 7.b,
select the OPC server that will be executed and click the button Browse to select the Ist
file.

10. Restart System302 ServerManager so the changes will take effect.

When the operating system is restarted, the selected OPC servers will be automatically executed. In
order to use the Ist file with other application, such as TagView, unmark the options automatically
configured during the process to create the Ist file.
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Configuring the OPC

On the System302 ServerManager window, select the option Settings > OPC to configure the
Smar’s OPC servers.

o At the SNMP tab, configure the list of available agents and their supervision settings.

e At the A&E tab, create the database with the initial conditions for the Smar A&E OPC
Server to identify which events will be monitored.

o At the UA tab, the Concentrator (wrapper) can be enabled that allows access to the OPC
Server by the OPC UA standard.

Configuring the SNMP OPC Server

The SNMP OPC Server provides important diagnostics information from the DFI302 to compliant
OPC clients via the SNMP (Simple Network Management Protocol).

The SNMP protocol defines agents and managers. Using SYSTEM302, DFI302 acts as an agent

and the

SNMP OPC Server act as a manager. The SNMP allows read and write transactions

between agents and managers.

The SNMP OPC Server configuration consists of listing the agents available and their respective
network addresses.

SNMP | 48E | ua |

Supervizion
Scan Rate: 5 ms Timeout: 30000 mz g
Agents
device_tupe:user tag IP of first HICAP of second NIC

> Apply All

Figure A.22. System302 ServerManager: SNMP Tab

Supervision:

Agents:

At the Scan Rate text box, define the rate interval for the server to poll the agents for
information. The value is defined in seconds and it should not be changed often.

At the Timeout text box, define the timeout for SNMP requests. The value is defined in
milliseconds. Requests with responses exceeding the timeout period will result in bad
quality for the associated OPC items. This setting should be changed only in cases of
extremely loaded networks.

The Agents field lists all configured agents. There should be a user-defined tag assigned
to each agent, limited to 32 characters. This tag will be used to build the OPC tags
available in the server address space. Besides the tag, the user must specify the network
addresses of the agents. Agents with two network interfaces should have both addresses
specified. If only one address is specified, the System302 ServerManager will only send
SNMP requests to that interface and the network redundancy will not be available.
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The SNMP server supports 64 agents. To add an agent, right-click the Agents list and select the
option Insert from the popup menu:

SNMP | 44 | Ua |

— Supervizioh
Scan Rate: |5 ms Timeout: I1 ooo ms ﬂl
—igent:
device tpeiugzer tag | IF of first MICAP of second MIC |
Clear al

il LI Apply A1 |

Figure A.23. Adding a new Agent
On the SNMP Agent dialog box:

SNMP Agent x|

Device type:

Uszer tag; I

IP addrezs WIC T I

o . o0 .0 .0
IP address WIC 2: I

Thiz change will take effect on the next Server Start Up

ak. I Caticel

Figure A.24. Setting a new Agent

Select one of the DF modules from the Device Type list.
Type the tag name, which should not exceed 32 characters.

Type the IP address for the NIC 1. This address must be always specified.

L e

If there is another network interface available, type the IP address for the NIC 2.

To remove an agent, right-click the agent icon that should be removed and select Delete.
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SNMP | A8E | LA |

— Supervision

Timeout: I‘I uoa I

Apply |

Scan Rate: I5 i

— &gent:

I device typeiuzer tag

| IP cf first MICAP of second MIC |
19: 43
DFE2DFf_ Insert 192.168.162.90

Clear Al

]

Apply all |

Figure A.25. Deleting an Agent

On the SNMP Agent dialog box, click Delete to confirm the operation.

To remove all agents from the list, right-click the Agents list and select Clear All. A message box

IDFB2 'I

IDFB2_ADN

Device type:

User tag:

IP address NIC 1: I e dE s

IPaddlessNICZl ¢. 0.0

Tihiz change will take effect om the nest Server Start Up

Delete I

Cancel |

Figure A.26. Confirming the operation

will appear to confirm the operation. Click Yes to remove all agents from the list.

A\

This command will delete all iterms in the [SMMP Agents Configuration] lisk.

Are you sure ¥

] w |

Configuring the A&E Server

Figure A.27. Deleting all agents

The Alarms & Events OPC Server uses the information from the Alarminfo.ini file to generate the
initial conditions and identify which events will be monitored.

When executed for the first time, before creating the database, the A&E OPC Server may take a
few minutes to startup depending on the number of devices configured to generate alarms and
events that should be monitored by the server. Use System302 ServerManager to create the
database for the A&E OPC Server with the information generated by the configuration tools and,

therefore, the server startup will be faster.

Click the button Generate Database to create the database with the initial conditions for the A&E
OPC Server. A message box will open alerting the user that this operation may take a few minutes
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to be completed. Click Yes to proceed.

SNMP  A3E ] ua |

ALE OPC Server

Database to AKE OPC Server iz ready
Tatal

0%
Tasks

0%

Mumber of devices with ARE data:

Mumber of configured Blocks:

1 Apply Al

Figure A.28. Generating initial database for A&E OPC Server

System302 ServerManager alerts the user when the alarm database is not updated. When a new
Alarminfo.ini file is created by Syscon, System302 ServerManager detects this event and the
icon on Windows taskbar indicates the database is outdated. See the following example:

-
(M aar [ ., P
|AE OPC Server database needs ko be generated 1|
T ; [x E :
_I 1 imagem - Paink I |« Py Eﬂ@ 16:36

Figure A.29. Alert from A&E OPC Server

This tab also displays information related to the number of devices and blocks configured with
alarms.

Using the Concentrator (Wrapper) for the OPC UA Server

The wrapper for OPC UA provides data from the OPC DA 2.0 HSE OPC Server or DFI OPCServer,
to the OPC UA standard.

SNMF‘] ARE L&

OPC L&

lzcon tray available to more actions.

| g |

Figure A.30. System302 ServerManager: UA Tab

The first time the application is executed, it automatically guides the user to record the certificates
required for the application to work properly.

Click Execute and use an OPC UA client to connect to the OPC UA wrapper.
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Configuring Logs

Click the option Logs on the left panel in the System302 ServerManager window to configure the
options to enable or disable event logs.

|Jze these fields to enable [1] or dizable (0] log meszages.
See the resultz in [HSE]E vents log, [HSEJEventOPC log and [HSE |E ventsT hreads.log

—Log —Log for OFC — Log far Thieads—— ~ HSE IDShell
[ General [ Transaction [ General [ Gereral [ General
[~ Debug [~ CamrF ™ Debug ™ Debug [ Profile
v Iniit v OPC [~ oPC [~ Meman [~ DDServer
[~ Driver [~ OPC_Debug [ Supervision
™ Transter [~ IDShel ™ MachineCtl
[ Memory

Empty LOG filez I

Figure A.31. System302 ServerManager: Logs Tab

Defaults |

It is not necessary to restart each OPC server to generate event logs. However, for the options
related to the IDShell HSE, it is necessary to restart the OPC server to start registering logs after
configuring the events.

It is recommended to click the button Empty LOG files before selecting reports to assure that
previous information is deleted from the log files before registering new logs.

Displaying Log Files

System302 ServerManager manages log files from SYSTEM302 applications that generate alerts
to the users.

For each new message, the System302 ServerManager icon on the taskbar alerts the user about
the event and the file related to that log is highlighted on the panel at the left side of the System302
ServerManager window.

System302 ServerManager

Application  About

il peefore]

Systemn30Z ServerManager

= Settings
Metwiork
Startup
opc ServerManager. sml

- Logs 07/25/2015 14:56:24
HselLreCarnp, sml 07/29/2015 14:57:24
LiveList.sml 07/29/2015 14:58:24

07/29/2015 1&:01:0%9
07/25/2015 16:02:09
07/29/2015 16:03:09
07/25/2015 16:04:10
07/29/2015 16:35:58
04/20/2021 16:05:24

ServerManager,smil

<

Figure A.32. List of Log Files

When an event log file is generated, it is available on the list of reports from the Log menu, on the
left panel. Click the name of the log file to open the report and display the last messages generated.

Click the button Open the file available on the message panel to open the log file and display all
messages stored in that file.
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You can zee here just the end of the log file, if you want bo analyze the entire
file, pleaze uze the button "Open the file. " Open the file... |

Meszage
ton Sep 07 11:45:15 2008 pAddress for NIC: mizmatch. Using interface associated with host name: 192168 163.90.

Whed Sep 03 17:46:10 2008 | pAddress for MICs mismatch, Usging interface azzociated with hogt name: 192,168.163.90,
FriSep 12 10:17.54 2008 | pdddress for MICs mismatch, Using interface azzociated with hogt name; 192.168.163.90.
Fri Sep 12 171:23:30 2008: | pdddress for MICs mismatch. Uszing interface azsociated with bhost name: 192.168.163.90.

bion Sep 15 15:12:19 2008 pAddress for NIC: mizmatch. Using interface associated with host name: 192.168.163.90.

Figure A.33. Opening a Log File

You can associate a text editor application, such as Notepad, to open log files with the extension
*.sml (ServerManager Log) automatically.

Every time a new message is generated in a log file, the System302 ServerManager icon on the
taskbar will alert the user about that event. See the following example:

[67.4 kB | 4 Meu con [67.4 kB | 4 Meu con s 67,4 kB | 4 Meu con

em302 Studo -, | em302 Studio ... | em302 Studio -, |

Figure A.34. Alert from the System302 ServerManager icon
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CONFIGURING THE DCOM PROPERTIES
FOR STUDIO302 GROUPS

This tutorial describes the procedure to configure some security properties in order to enable proper
communication among components.

The DCOM properties must be configured only for the Studio302 Groups where the default
permissions were edited. To verify which groups should be configured, open the List of Groups
and Permissions dialog box. In the Studio302 window, go to the Settings menu, select Security
and click Group Management.

The figure below shows an example where the permissions for the groups "Users" and
"Administrators" were altered and therefore only these two groups must be configured in the DCOM
properties.

i List of Groups and Permissions

List of Groups and Permissions

Sroup | Permissions I o

a

"L HelpServicesGroup
a

“LEngineer

T hssetviewGuest

_::?n Adrinistrators

::a\Users

--- Full Contraol ---
Systern - Start

2

~Guests

o

“hPower Users

a

"\ Backup Operators

a

"L Replicator

P
"~ Remote Desktop Users

A & Group

. {" Permission

Search || Search by Group |

Edit. | Close | Help |

Figure B.1. List of groups and permissions

The DCOM properties must be configured every time the List of Permissions is altered.

By default, if the user is logged on the local machine, the groups "Users" and
"Administrators" will have pre-configured permissions for Studio302. If the user is
logged on a domain, the groups "Domain Users" and "Domain Admins" will have pre-
configured permissions for Studio302. Therefore, these groups must be initially
configured in the DCOM properties according to the workgroup or domain to which the
computer belongs.

Accessing the DCOM properties
To start DCOM configuration, type DCOMCNFG.EXE from the Start menu.

Use the Start Menu option or the Windows button option directly on the keyboard.
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2 Run

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: | DCOMCNFG.EXE

W

& This task will be created with administrative privileges,

Cancel Browse...

Figure B.2. Running Dcomcnfg

The DCOM configuration tool should take a few seconds to open and will be as shown in the
following figure.

. Component Services - O X
#. File Action View Window Help - 8
e aEE 6 BE DR
([ Console Root - Actions
e Compo.nent Services — P b i
@ Event Viewer (Local) Computers n
C: Services (Local) More Actions 4
Figure B.3 Component Services
Click Computers and then right-click My Computer. Select Properties.
. Component Services |
*s File Action View Window Help -8
o= | a5 XE 6 HE O
[Z] Console Root ] Actions
v % Component Services i’g
= Computers -
| Computers E
. 3 More Acti 4
& Even.t Viower{togl) Refresh all components i
o, Services (Local)
View >
Properties

Figure B.4. Accessing computer properties

In the dialog box, select the Default Properties tab and the option Enable Distributed COM on
this computer should be marked.
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My Computer Propetrties K
Defauk Protocole | MSDTC | COM Secuiy |
General I Optiohs Default Properties

I ¥ Enable Distributed COM on this computer |

[~ Enable COM Intemet Services on this computer
— Default Distributed COM Communication Properties -
The Authentication Level zpecifies security at the packet level.

Default Authentication Level:

Cannect j

The imperzsonation level specifies whether applications can determine
who iz caling them, and whether the application can do operations
uzing the client's identity.

Default Impersonation Lewel:

| dentity =l

Security for reference racking can be provided if authentication is used
and that the default impersonation level iz not anonymous.

I Provide additional security for reference tracking

QK I Caticel LApply

Figure B.5. Default properties

There are two possibilities to configure the DCOM properties:
- Default Access
- Individual Component Access

Default Access Configuration
This procedure will configure the permissions for all of the components in the DCOM. It will not be
necessary to configure the DCOM permissions for each Studio302 component.

In the Component Services window, right-click the icon My Computer and select the option
Properties. In the My Computer Properties dialog box, select the COM Security tab.

My Computer Properties ﬂ E
General I Optionz I Default Properties |
Default Pratocals | MSDTC COM Security

 Access Pemizsion

“rou may edit who iz alowed default access to applications. Y'ou may
alzo get limitz on applications that determine their own permissions.

Edt Linits... | EdtDefaut.. |

r Launch and Activation Permizsion

“rou may edit who iz alowed by default to launch applications or
activate objects. ou may alzo set limitz on applications that
determine their own permissions.

E dit Lirnits. .. Edit Defaul...

ak | Cancel Apply

Figure B.6. Access permissions
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Click the button Edit Default in the Access Permissions area. Add the users and groups related to
Studio302 and select Local and Remote Access permissions for each user and group added.

Click the button Edit Default in the Launch and Activation Permissions area and repeat the
procedure to add users and groups related to Studio302. Select Local and Remote Launch, and
Local and Remote Activation permissions for each user and group added.

The figure below shows an example for the groups "Users" and "Administrators":

Launch Permission EE

Default Security |

GTDUD or user hames:

ﬁ Adminigtrators JULLANAWDminiztrators]
€7 INTERALTIVE

€7 SvSTEM
] Users [ILILIAMAY

Add... | Remaove |
Permizsions for Jsers Allow Dery

Local Launch
Femate Launch
Local dctivation

HEEE
oooo

Femote Activation

] I Cancel

Figure B.7 Launch and activation permissions

Individual Component Access Configuration

This procedure will configure the permissions for each Studio302 component in the DCOM. The list
below shows the components that will be configured manually:

Studio302 Components

Name AppD

SmarP rowAE {124BB93B-1681-41F3-A1BE-35CA1 7T0CA38B])
SrnarProxySE {1061 A2BF-0908-4DCC-BAC3-B2E3BCDBOED }
SmarStudio {0094EBOD- 277 C-4322-B66C-CT01 34F5F5ET )
SmarStudioBridge P roxy {0593 DBE-7B09-4C81-B150-DBABT AG2AC AL
Smaniatcher {E9T0R45E-CBCE-47AR-B5EA-TEBYED4B3CF Y}
S55DetectDeavice {24ATEIOD-TAFA-AF0A-B405-FFCB2421F088}
StudioTemninal {98001 D01 C44-4C558-9837-51 6BAASE4ERS)

If AssetView is installed on your machine, include the AssetView user and groups to
each of the components indicated above

The following example will describe the procedure to configure the component SmarWatcher. Refer
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to this example to configure all components listed above.

1. In the Component Services window, expand the Console Root tree and locate the DCOM
Config folder: Component Services > Computers > My Computer > DCOM Config.
2. The DCOM components will be listed. The user can click the menu View > Detail to view a

detailed list of components.

3. Locate the component SmarWatcher with the corresponding ApplD.

omponent Services

@ File Action Wiew ‘Window Help | =0 |
&= | BmEXEE| 28]

C;I Console Rook DCOM Config 250 object(s)

E‘@ Component Services Mame: | application 1D ]

=21 Computers
E@ My Computer
-2 COM+ Applications
(#1423 DCOM Config
71-(7] Distributed Transaction C
[:| Running Processes

Event Viewsr (Local)
[#1-5gy Services (Local)

@SmarStudioLicenses.License

Smat TimerDataChange . CTimerMonitar
@SmarWatcher.cWatcher

el

@softphone
&SoftwareUpdatenpp.Application
@Sound Recorder
&SSSDetectDevice.CWatcher
@SSSDetectDevice.cWatcherDB
@StudioTerminal. IPageCommunication
@StudioTerminal. IPageCommunication

@TIntSW
|

4] ] ©

@ SrnarStudioBridgeProxy. cManufacturerID  {13ACESSA-EBC4-434A4-3B51-FEBZ4E96DAGA}

114795F4F-ECD1-4655-B9F9-1 1 4F92F75204 )
{CB2272E2-ADCF-48A7-886A-B3C401 ABAZAC)
{0F9BCE13-3264-460E-G3E2-7444CEFG6E4E]

{2ESF7014-7570-4300-9030-7A7F7347980F 7
{CFFEAFFI-9DCE-431E-AFFD-7C1BBSES4 76E}
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Figure B.8. Configuring DCOM properties of SmarWatcher component

4. Right-click this component and select Properties.

5. In the Component Properties dialog box, select the Security tab.

SmarWatcher.cWorkspace Properties

Generall Location  Security I Endpointsl Idenlityl

[ 7]

— Launch and Activation Permizsions
= Use Default

% Customize

Edi... |

—Access Permissions

= Use Default

% Customize

Edi... |

— Configuration Permizsions
" Use Default

% Customize

Edi... |

o]

Cancel |

Apply |

Figure B.9. Configuring the security

6. Inthe Launch and Activation Permissions area, select the option Customize and click Edit.

7. Add the Studio302 groups and select Local and Remote permissions for all groups.

8. Return to the Component Properties dialog box. In the Access Permissions area, select the
option Customize and click Edit. Add the Studio302 groups as described on item 7.
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9. Return to the Component Properties dialog box and select the Identity tab. Mark the option
The interactive user and click Ok to conclude.

SmarWatcher.cWorkspace Properties HE
General | Location | Securty | Endpoints ~ Idantity |

wihich user account do you want ta uzse to rwn thiz application?

% The interactive user.

' The launching user.

™ This vear

Figure B.10. Identity tab

10. Repeat these steps to configure all components listed at the beginning of this subsection.

Configuring the DCOM properties for AssetView groups

If AssetView is installed on your machine, it will be necessary to configure DCOM permissions for
these additional user and groups:

Administrators - Group
Interactive - Group
System - Group
ASP.NET - User
Engineer - Group
AssetViewGuest - Group

The procedure to configure DCOM permissions for AssetView Users and Groups is the same
described for Studio302 Users and Groups.

When configuring the Default Access, add the AssetView user and groups indicated above to the
list of users and groups in the Access Permissions dialog box and the Launch Permissions
dialog box, selecting Local and Remote permissions. Refer to the topic Default Access
Configuration.

When configuring Individual Component Access, add the AssetView user and groups indicated

above to the following AssetView component and to the list of other components indicated
previously:

Name ApplD
AvTerminal {E9504C4B-FYC4-4A55-8C1F-97YBOCECOB447}

Refer to the topic Individual Component Access Configuration.
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